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Metog ¢ coctosiHusamun noeyikamu (Decoy state-meton) Bbin npegnoxeH Ans AeTEKTUPOBaHMS aTaku C pac-
wennexmem no Hucny poroHos — PNS-ataku (Photon Number Splitting attack). Ha ceroanswHnii geqs Decoy
state-mMeTOA CYUMTAETCA YyTb AN HE YHMBEPCA/lbHbIM METOAOM MpPU AOKa3aTeNbCTBE CEKPETHOCTU MPOTOKOJOB
KBaHTOBOW KpunTorpacun 1 BbIYUCAEHUN AJMHLI CEKPeTHOro kiatoda. B paboTe nokasaHo, 4To cyuwiecTeyioT
aTaku, HanNpuMep aTaka co CBeToAennTeneM, k kotopbim Decoy state-MeToa OKa3sblBaeTCa He HyBCTBUTENbHbLIM.
Decoy state-mMeTon opueHTUPOBaH Ha OBHapy>KeHUe U3MeHeHN CTaTUCTUKN hOTOOTCHETOB MHADOPMALIMOHHbIX
COCTOsHNIA 1 cocTosiHuii nosywek npu PNS-aTake. [pu aTake co ceeTogenuTenem craTuctuka )oTooTCHETOB
He MeHsieTca. B pesynbtaTe Decoy state-meTop CylecTBEHHO 3aBbllaeT AANHY katoda. Takum obpasom, Decoy
state-mMeTon, He ABNAETCA yHUBEPCAaNbHLIM METOAOM, KOTOPLI MO3BONAET AETEKTMPOBaTb Pa3fiM4HbIE aTaKu.
Mo-Buanmomy, ns-3a Gonbworo 4ucna pabot no Decoy state-meTomy BOSHWKIO LUMPOKO pacnpocTpaHeHHoe
MHEHMNE, YTO AAHHbI METOA SBNSETCA YHUBEPCASbHLIM. DTO NPUBEO K NONLITKAM MPUHATL METOL B KayecTse

MeXJyHapOLHOro CTaHAapTa B KBAHTOBOW KpunTorpacuu, 4TO SIBHO MPEXAEBPEMEHHO.

DOI: 10.1134,/S0044451019040060

1. BBEAEHUE

KpanroBast kpunrorpadust peraer OgHy U3 TJIAB-
HBIX MIPOOJEM CUMMETPUIHON KpHuirorpaduu — mpood-
JIeMy PpacCIpesiesIeHusT CeKPETHBIX KJIIOYel Mo JTOCTYII-
HBIM I BTOPXKEHUsSI KBAHTOBOMY U BCIIOMOTATE/Ib-
HOMY KJIACCHIECKOMY ayTEHTUIHOMY KaHAJAM CBS3W.
Ha dopmasbHOM ypOBHE JIETHTUMHBIE ITI0JIH30BATETH
(Anuca, Bob6), e umest 06Iero cekpera, Upu IOMOIIH
KBAHTOBOI Kpunrorpadun u3 cjaaboro Kpunrorpadu-

* E-mail: sergei.molotkov@gmail.com
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YeCKOro IMPUMHUTHABA — ayTEeHTUIHOIO OOMeHa KJIACCHU-
qeckoil mHMOpMANUeil U MEePEChUIKN KBAHTOBBIX COC-
TOSIHUN — MOT'YT IOJIYYUTH OOIIHMI CEKPETHBIN KJIIOH.
OO6munit CeKPeTHBI KJIIOY SIBJISIETCST CAMBIM CHJILHBIM
KpUNTOrpadUIeCKIM IPUMUTHABOM, U3 KOTOPOT'O MOT'YT
OBITH IIOJIyYEHBI BCE OCTaJbHbIEe KPUITOTrpadUIecKue
dyarmun. CeKpeTHOCTh KJI0Uell B KBAHTOBOW KPUIITO-
rpadun rapaHTupyercs QyHIaMeHTaJIbHBIMI 3aIIPeTa-
MU KBaHTOBOI MEXaHUKH Ha Pa3/JIMIUMOCTb KBAHTOBBIX
COCTOAHUIA.

CekpeTHOCTh KJIIOUeil B KBAHTOBOW KpunTorpadun

Ha ypoBHe (QPyHIAMEHTAJIBLHBIX IIPUHIIAIIOB CTPOrO I0-
Ka3aHa TOJIbKO B OJHO(MOTOHHOM CJIydae JIsd IIPOTO-
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kosia BB84 [1]. JokazaresbcTBo OCHOBAHO Ha (DyHJA-
MEHTAJIbHBIX IHTPOIMUAHBIX COOTHONIECHUAX HEOIPE,Ie-
nenHocteil [2]. JIaHHBIE COOTHOINIEHUs TIO3BOJISIIOT He
mepebupaTh BCEBO3MOXKHBIE ATAKH HA IE€peaBaeMble
KBAHTOBBIE COCTOSIHUSI, 8 TOJIyIUTh BEPXHIOK T'PAHUILY
yreukn nadopmamn K nogacaymusarerto (Ese), korma
M3BECTHA TOJILKO HADJ/IIOaeMas OIMNOKA Ha MPUEMHOM
CTODPOHE.

Oj1HAaKO B pEAJIbHBIX CUCTEMAX CUTYAIUST OTIIMIaeT-
CsI OT WJI€AJIN3UPOBAHHOIO CJIy4asi 0JIHOMDOTOHHBIX NH-
bopMaITMOHHBIX cOCTOsTHM. B peabHbIX crucTeMax muc-
[TOJIB3YIOTCS  KBa3MOHOMOTOHHBIE COCTOSIHUSI CUJIBHO
0CJIa0JIEHHOTO JIA3€PHOIO M3JIydYeHUs] — CHJILHO OCJIab-
JIEHHBbIE KOT€PEHTHBIE COCTOsTHUsI. KorepeHTHoe coCcTo-
sTHUE UMeeT IIyaCCOHOBCKYIO CTATUCTHUKY IO IUCITy (Ho-
TOHOB, YTO IIPYW HAJUYUU TOTEPH B KBAHTOBOM KaHAJIe
CBSI37 IIPUBOJUT K HOBBIM aTaKaM, KOTOPbIe HEBO3MOXK-
HBI B CTPOTO OJTHO(OTOHHOM CJIyUae.

Opnnoit u3 Taknx arak sBisercs PNS-araka (Pho-
ton Number Splitting attack) — araka ¢ pacrierienu-
eM 110 unciy dorouos [3]. Jannas araxa nMeeT MeCTo,
[TOCKOJIbKY B KBAHTOBOI MEXaHUKe BO3MOXKHBI HEPA3PY-
maomme n3MepeHust qucia (GoToHoB. IIpuwuem Takast
aTaka BO3MOXKHA B CHCTEMaX KBAaHTOBOUW KPUIITOTDa-
dun Kak ¢ MoJIApU3aIUOHHBIM, TaK 1 (pa30BbIM KOIUPO-
BaHUeM, XOTs IpH (Ha30BOM KOJIUPOBAHUU HEpa3pyIa-
olue u3Mepenusi Jucjaa HpoToHOB OoJiee TOHKHE, YeM
U TIOJISIPU3AIMOHHOM KogupoBauun [4]. Hasee, arto-
61 M30€KATh MBJIUIIHUX BBIKJIAJOK, OyIeM paccMar-
pUBaTh CHUCTEMBI C TOJISPU3AIIMOHHBIM KOJIMPOBAHUEM,
[IPU 5TOM BCE YTBEPKIEHUS IEPEHOCATCS U HA CHCTEMBI
¢ Ha30BBIM KOJIMPOBAHUEM.

PNS-araka cBomurcst Kk cienyromemy. [loaciymiu-
BaTeIb Pa3pbIBACT KBAHTOBBIM KaHAJ CBI3U W HEpa3-
PYIIAIONIAM CIIOCODOM ITPOBOIUT U3MEpPEHne Incya ho-
TOHOB B iuHuU. Eciin oOHAPYKEH 0/inH (POTOH, TO MO/
CJIyIIIMBATEb JINOO OJOKUPYET YaCTh OMHO(POTOHHBIX
MTOCBIJIOK, JIUOO TPOBOJUT YHUTAPHYIO aTaKy, KOTOpas
BOBMYIIAET 0/THO(MOTOHHYIO KOMIIOHEHTY KOI'€PEHTHOTO
cocrostausi. Eciim obnapyrkeHo B KaHaJsie JiBa (pOTOHA
u 6oJjiee, TO YaCThb U3 HUX TOJC/IYIIUBATE]b OCTABJIS-
er cebe B KBAHTOBOH IaMSITH, & OCTAJbHBIE Yepe3 Ka-
HAJI ¢ MEHBIIMMHU [IOTEpsIME (B uzease 6e3 moTepb) J10-
CTABJISET HA TIPUEMHYIO CTOPOHY 6e3 BoaMmytnenuii. Jlo-
JKJIABIINUACH CTAJIUN PACKPBITHSA OA3UCOB, MOJC/IYIIHBA-
TeJIb JIeJIAeT U3MEPEHUsl B U3BECTHOM 0a3uce u JI0CTO-
BEPHO 3HAET TepeJaBaeMblil OUT KJII0Ua B TEX MOCHLI-
Kax, rie ObLn MHOTOOTOHHBIE KOMITOHEeHTRI. HaumHast
C HEKOTOPOTO YPOBHSI TIOTEPh B JIMHUU CBA3H TOICITY-
MUBATEb MOXKET OJIOKUPOBATDH BCE OHO(POTOHHBIE TTO-
CBLJIKU, He MEeHsisl OOIIEro Incja 3aperucTPUuPOBAHHBIX
[IOCHIJIOK HA, IIPUEMHON CTOPOHE, M 3HAET BeCh KJIIOU.
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Hauunnas ¢ HEKOTOPBIX TOTEPH, COOTBETCTBEHHO JJINHBI
JINHAU CBSI3W, CHCTEeMa He O0eCIIeYnBaeT CEKPETHOCTH
KJIIO4eid.

ITpu PNS-aTake, MOCKOJIBKY 9acTh MOCBLIOK C OJI-
HODOTOHHBIMU COCTOSHUSIME OJIOKUPYETCs, N3MEHsIeT-
cs CTATUCTUKA (DOTOOTCUYETOB HA IIPUEMHOI CTOPOHE.
Takoe m3MeHeHNE B IPUHITAIIE MOXKHO OOHAPYXKUTh, €C-
g ObI OBLIN JIETEKTOPBI, KOTOPHIE PA3IUUIAIOT HTHCIIO
bOTOHOB, 9TO HA CEMONHAIIHUN IeHb HAXOIUTCH 32 IIpe-
JeJIaMU  TEXHOJIOTHYecKoro yposHs. CyliecTByrorue
CTaHIapTHBIE OMHO(MOTOHHBIE JIABUHHBIE JIETEKTOPHI HE
pasymgaior 9ucyio hpoToHoB, modromy PNS-ataky Hebh-
3s1 jerekTupoBarh. st merekrupoBanus PNS-araku
6611 1pe tozken Decoy state-meTos;, KOTOPBIi COCTONT
B IIOCBIJIKE CJIyYaflHbIM 00PA30M KOTE€PEHTHBIX COCTOsI-
HUIi ¢ pa3HbIM cpefHuM ducioM ¢goronos (decoy state).
V3mepenne OJTHOTO 9nC/Ia OTCYETOB B ITOCHLIKAX C Pa3-
HBIM CPEHUM IUCIOM (POTOHOB O3BOJISET OIEHUTDH U3~
MEeHEHUE CTATUCTUKU (DOTOOTCIETOB, B TOM UUCJIE JIOJIIO
OJTHO(POTOHHOI KOMIIOHEHTBI, U CBSI3aTh JIAHHBIE U3Me-
HEHUsI C yTeYKOU MHMOPMAIUN K MOC/IY ITUBATEIIO.

CyrmecrByer o4deHb GOJIBIIOE YUCIO PabOT, TOCBSI-
MIEHHBIX UCCJIEIOBAHUIO CEKPETHOCTH Kiiodeil s De-
coy state-merona [5—16], XOTsI IPaKTHIECKN BCe PAGOTHI
B 3HAYUTEJBbHON CTENEHN 0A3MPYIOTCs HA PE3yJIbTaTax
[7,8].

N3BecTHO Takke TOMBITKM TPUHATH Decoy sta-
te-IIpOTOKOJI B KAYECTBE MEXK/IYHAPOIHOIO CTaHIapTa B
kBaHTOBOI Kpunrorpadun'). ITo-Bumumonmy, Gombioe
9uCJI0 pabOT MPHUBEJIO K IMHUPOKO PACIPOCTPAHEHHOMY
MHEHUIO, YTO JAHHBIA METOJ OIEHKHU JIJINHBI CEKPET-
HOTO KJII0Ya $IBJISETCS YHUBEPCAJbHBIM. Y HUBEPCAJIb-
HBIM B TOM CMBICJIE, 9YTO JA€T HAUMEHBIIYIO JJIHHY
CEKPETHOTO KJII0Ya JIjIsi BCEBO3MOXKHBIX aTak. OIHAKO
MIPUHITATTAAIBHO BayKHO MMIOHUMATh, 1T0 Decoy state-me-
TOJ, TpeaHa3Ha4YeH i AeTeKTupoBannus PNS-atakum
U JIOTUYECKN HUOTKYJa HE CJIEJIyeT, 9TO i JIPYTUX
aTak MeToJi Oy/leT TapaHTHPOBATH IOJIyYeHUE CEKPET-
HOT'O KJI04a. JIOrmyeckn Hejib3si UCKJIIOUUTD CYyIIeCTBO-
BaHUE JIPYTUX aTaK, YIeT KOTOPBIX IIPUBEIET K TOMY,
9TO «CEKPETHDIN» KJIIOY, MOJIyIeHHbI o Decoy state-
MeTOJy, He Oy/leT CEKPEeTHBIM OTHOCUTEIBbHO IPYTUX
atak. Hampumep, mMoryia 66l CyIecTBOBAaTh aTaka, Mpu
KOTOPOil CEKPETHBIM Oy/IeT KJII0Y MEHbIIIeH JJINHBI, YeM

1 Kai Chen, Jiajun Ma, and Hongsong Shi, Talk, ISO/IEC
JTC1 SC27 WG3 SP Proposal, Security Requirements, Test and
Evaluation Methods for the Decoy State BB84 Quantum Key
Distribution (QKD), Berlin, Germany, 10/31/2017; ISO/IEC
JTC 1/SC 27/WG 3 N 1537, 30th ISO/IEC JTC1/SC27 Working
Group Meeting, Hongsong Shi, Jiajun Ma, and Gaetan Pradel
Wuhan, China, April 2018 30th Security Requirements, Test and
Evaluation Methods for Quantum Key Distribution.
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nosryaaercs o Decoy state-meromy. To ects, Hedop-
MaJIbHO TOBOPs, HampuMep, o Decoy state-merosry mo-
JIVIEeH «CEeKPEeTHBIMy K04 JAuHOHN 256 OuT, a npu Japy-
roit aTake CEeKPeTHBIN K0 JO/I2KeH ObITh 218 6uT, T. €.
n3 Kioda B 256 6ut uzBecruo 38 out. Vcnosb3oBanne
TaKOr0 KJII0Ya KaK CEKPETHOrO IPHUBEJIET K KaTaCTPO-
dbuaecknm noceacreuaM. Himke OymeT mokasaHo, 9To
Decoy state-meros He rapaHTUpyeT CEKPETHOCTD KJIIO-
9a OTHOCHUTEJIBHO JIPYTUX ATaK.

B nanmoit paboTre mocTpoeH SBHBIHM IPUMEDP ITPOCTOI
ATAKU CO CBETOIE/IUTEJIEM, IIPU KOTOPOI JINHA CEKPET-
HOT'O KJIIOUa MOJTyIaeTCsl IIPUHIUIINAIBHO MEHBIIE, YeM
o Decoy state-merosy. YAuBUTENBHO, ITO TaKas IPO-
cTasg aTaka, HECMOTPs Ha COTHH paboT mo Decoy sta-
te-MeTo/1y, ObLIa IPOIYIIEHA.

2. TH®OPMAIIMOHHBIE KOTEPEHTHBIE
COCTOAHN A ITPA TTOJIAPN3AIIMOHHOM
KOAVPOBAHUN

B kadecTBe mHMOPMAITMOHHBIX COCTOSTHUN HCIIOJIb-
3YIOTCsl CHJIBHO OCJIabJIEHHBIE KOT€PEHTHBIE COCTOSTHUS
Jlazeproro wuaiydenus. OcrabjieHne MTPOUCXOIUT 10
YPOBHsT B HECKOJIBKO JIECSTBIX CPEJHEero dncia (Hoto-
HOB B KOT'€PEHTHOM KBAHTOBOM cOCTOsiHUH. KorepeHTt-
HOE COCTOSTHUE, KaK M3BECTHO, UMEET BUJ

& n
o) = /23" X 0) = 2690 ) v,
n=0 "

w=laf,

rJe {4 — cpeHee Incao (GPOTOHOB B KOTEPEHTHOM COCTO-
stHAM, |n, o) — GOKOBCKOe cocTosiHME ¢ 1 (DOTOHAMHE C
nosspusanueii o, al (o) — omeparop poxuenus dporona
¢ noJsiipu3anyeit o, [vac) — BaKyyMHOE COCTOsIHHE.

IMockonbky dasa KorepeaTHOTO cocTosiaus (basa 0,
a/fe” B (1)) MeHsieTCsl CJIyHaiiHO OT NOCBLIKM K I10-
CBUIKE, MOJCAYIIUBATE]b B KAHAJIE CBA3U <«BUJAT> HE
YHUCTOE KBAHTOBOE KOTE€PEHTHOE COCTOSIHUE, & CTATUCTH-
YECKYIO CMECh — MATPHILY [JIOTHOCTH

2w

ao ; i
o) = [ Grlelal.o) e lal. o] =
0

e "
e o)l ()
n=0

Cocrostane (2) WMeeT IIyaCCOHOBCKYK CTATHCTHUKY
mo unciy ¢oroHoB. KBaHTOBas MexaHUKa JOIyC-
KaeT Hepaspyllaolue W3MEPEHUs YHCIa (DOTOHOB
(Nondemolishing Measurements). JlanHble n3MepeHUst
MTO3BOJISIIOT OMPEJIEIUTh 9UCa0 (POTOHOB, TIPU ITOM HE
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BO3MYyIIasi COCTOsiHUE mnojsgpusanuu ¢orona. [locite
OTpeie/IeHUs IUCIa, (DOTOHOB COCTOSTHUE TTOJISPU3AIIT
OCTaeTCs HEM3BECTHBIM.

3. POPMAJIBHOE OIINCAHUE PNS-ATAKW,
ITPOTOKOJI BB84

st caMO/I0OCTATOYHOCTH JAJIbHERIIIEr0 H3JI02KEHU S
HaMm norpebyercs popmasibHOe omucanne PNS-arakn.
IIpomsuttocrpupyem PNS-araky Ha mpumepe mpoTOKO-
Jia kBaHTOBO# Kpunrorpaduu BB84, xorsa ona npume-
HUMa U JJIs Psjia JAPYTUX TPOTOKOJIOB. B mporokose
BB84 ¢ mongapuzamoHHbIM KOJAWPOBAHUEM HUCIOIb3Y-
ercd ABa basnca: + u X. B kaxkiom 6a3mce COCTOAHUAM
0 u 1 comocTaB/IsAIOTCS OPTOrOHAJIBLHBIE BHYTPH JTAHHO-
ro Gasuca cocTosHus HosApusanum: oy 1 oy . Pokosc-
KU€ COCTOSIHUS C HEHYJIEBBIM YHCJIOM (DOTOHOB 1 > 1
[IpU U3BECTHOM 0a3HCe JOCTOBEPHO PA3IUINMBI U UMe-
0T BUJT

0— |n,cra'>, 1— |n,of), (n,03|n,a+> =0. (3)

AHAJIOTUYHO B COTPSIKEHHOM basuce:

0—|n,00), 1—=|n,00), (n,olin,o;)=0. (4)

Paccvorpum Hepazpyiaornie m3MepeHus: Ha 0OoJiee
dopmasabaOM yposHe. JI1060e m3MepeHre B KBAHTOBOM
MEXAHUKE JAeTCsT PA3JIOKEHUEM €IUHUIHOTO OIIEPATO-
pa I. Hepazpyraioriee u3mepenne mo Iucay hoTOHOB
J1a€TCsl IPOEKIMOHHBIM (OPTOrOHAJBLHBIM) PA3JIOKEHU-
€M eJ[MHUITBL:

1=3 P P
n=0

Takoe n3Mepenne He MO3BOIIET OMPEETUTH COCTOSTHIE
ositpu3anuu (POTOHOB, HO ITO3BOJISAET OIIPEIEIUTh INC-

Z |n,o){o,n|.

o=0,1

(5)

JI0 (DOTOHOB U IIPH TOM OCTaBJISET 3HAYEHUE IOJIAPU-
3alll¥ HEBO3MYIIEHHBIM:

P |n7 U(-Ji_,1> = 5717"’ |n7 U(T,l>=

(6)

Pn"”ﬂ U(;i1> = 671771"”7 U(i1>'

Eciu o6uapyzxen ogun dhoron B iuauu (n = 1), To moj-
CJIYIITUBATEb OJIOKUPYET KaHaJ CBSI3HU JIMOO OCYIIECTB-
JIsleT YHUTAPHYIO aTaky, KOTOpasi BO3MYIIaeT 0iHoMO-
TOHHOE cocTostHme. K oOHApyKeHbI 1Ba mwin OoJiee
dboronos (n > 2 — cocrosmue |n,oq ) wm |n, o),
COCTOSIHFE HOJISPU3AIAN TI0Ka, HEM3BECTHO ), TO HOJICILY-
[IUBATENb OCTABJISAET YacTh (POTOHOB B CBOEH KBAHTO-
BOI MaMsTH, & OCTaJbHbIE TIOChLIAET HA IPUEMHYIO CTO-
POHY 4Yepes3 KaHaJl ¢ MEHBIITUMU [TOTEPSIMU, B ujeae 6e3
OTEPh.
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4. DECOY STATE-METO, OJIA
AJAETEKTNPOBAHUA PNS-ATAKN

BaokupoBanme mochUIOK € Pas3HBIM YUCIOM (HOTO-
HOB WU3MEHSET HCXOJHYIO IIyACCOHOBCKYIO CTATHUCTUKY
(bopmyma (2)). st JeTeKTUPOBAHWUST U3MEHEHUsI CTa-
TUCTUKU UCIOJIB3YIOTCS CJIyIaHBIM 00Pa30M OCHLIKHT
KOTE€PEHTHBIX COCTOSHUI € Pa3HBIM CPETHUM YUCIOM
doronos. OcHOBHOE HADJIIO/IEHNE, KOTOPOE HUCIIOJIb3Y-
ercst B Decoy state-meroge, cocrour B ciemyromem. O6-
HapY2KUB COCTOsIHUE C JAHHBIM YUCJIOM (POTOHOB, II0/I-
CJIyIINBATEJb HE 3HAET, U3 KAKOI'0 KOTEPEHTHOI'O COCTO-
SIHUsI M C KAKUM CPEIHUM YUCJIOM (DOTOHOB IIPOUCXO-
JIAT JTaHHAas MocblIKa. [loaToMy pernierne mo/ctymBa-
Tesist OJIOKUPOBATDH WJIM HET JNAHHYIO IOCBLIKY IIpUBe-
JIeT K U3MEHEHHUIO IIYACCOHOBCKOW craTUCTHKH. 1lycTh
Y) — ycjoBHasi BEPOSITHOCTH TOTO, UTO IOJIC/IYIIINBA~
TeJIb OCTABUT JAHHOE CpejiHee dncjio POTOHOB k B TO-
CBLIIKE, KOTOPOe Oy/IeT JOCTaBJIEHO Ha IIPUEMHYIO CTO-
POHY JJIsl JIETEKTUPOBAHUS, BO3MOXKHO Yepe3 HIeaIhb-
HbI 6e3 ToTeph KaHas cBsa3u. nade roBopsi, BeJMIu-
Ha Y} He 3aBUCUT OT cpejuero ducjaa ¢poronos. Humxke
paccmoTpuM Decoy state-MeTos ¢ IByMsI COCTOSTHUSIME
JIOBYIITKAMHU CO CPEIHUM YHCJIOM (POTOHOB V] > Vo U
nH(MOPMAIMOHHBIMUA COCTOSHUSAMHU CO CPEIHUM YHUCJIOM
doToHOB 1 > v + V9. BO3MOXKHBI 1 Apyrue BapHUaH-
Tl Decoy state-meToma, HO 3TO He TPUHITUTIAATIBLHO, ITO-
9TOMY BOCIIOJIb3yeMCsI O0IIEeyIOTPEOUTETHHBIM BapHAH-
ToM. Hinke orpannyanMcst acCUMIITOTHYIECKUAM IIPEJIETIOM
JUINHHBIX TOCJe0BaTenbHocTeil. B arom ciaydae gac-
TOTa HADJIIOJAEMBIX OTCYETOB U OIMMUOOK Ha MPUEMHOM
CTOPOHE COBIAJIAET C COOTBETCTBYIOIIUME BEPOSTHO-
crsivu. [Ipy KOHEUHBIX JJIMHAX MOCJIEI0BATEHBHOCTEH
COOTHOIIIEHNE MEeXK 1y JUIMHON Kiroua npu PNS-atake u
[IpU aTaKe CO CBETOE/INTEIEM HE M3MEHAETCS.

[TosiHAst BEPOSTHOCTH KOMIIOHEHT COCTOSIHUI C pa3-
HBIM CPEJIHUM THUCJIOM (HPOTOHOB, COOpAHHAS IO BCEM
ITOCBLIKAM C OJIMHAKOBBIM CPEJIHUM YUCJIOM (DOTOHOB,
nmeer By (cM. gerasu B [8])

o0 k o0
Q(n) =€_“ZY1€% eh Y Qulw),
k=0 ’ k=0

e k

—V; I/i

Q(l/l) =€ E ka
k=0

i=1,2.

eV Z Qr (1),
k=0

Cpemasst omubKa JeTeKTUPOBaHUS Ha ITPUEMHON CTO-
pPOHE J1JTs1 TIOCBLIOK ¢ MHMDOPMAITMOHHBIMI COCTOSTHUSIMU
€CTh CyMMa OIUOOK C COOTBETCTBYIONUME BEPOSITHO-
CTSIMU, UMEEM
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e k
_ u
Err(p) =e™* g ekYkﬁ. (8)
k=0

AnajiornaHoe BBIpAXKEHHE UMEET MECTO ISl CPeJIHel
ommbOKu 1o cepun decoy state co cpemgaum qnciiom do-
TOHOB V1 U V3.

[TockoIbKY TOJC/IYIINBATENb JJIS IIOCHLIOK C YHC-
JioM (POTOHOB 1 > 2 MMeeT B KBAHTOBOW MAMSITH <«KO-
[IAI0» WCXOJHOTO COCTOSIHUS, IIOCJIE Pa3IJalleHus Oa-
3MCOB OH TOYHO 3HAET COCTOSIHUE B JAHHOM HOCBHLIKE, U
CEeKPETHBII KJIIOY MOJIy9IaeTCsd TOJTBKO U3 JaCTU MTOCHI-
JIOK ¢ OTHO(OTOHHON KOoMIIOHEeHTOM. Jljis JIMHBI cek-
peTHOro Kioda umeeM (cMm. gerasnu B [8,17])

Q1(p)

Qn)
I%k:h(

Res = { (1= h(er)) 1eak} |

Err(u)) |

Qw)
Tocbutku ¢ cocrosiausiMu JoBymkamu (decoy states)
CIyKaT JJId OLEHKU IIapaMeTpoB, (DUTypHPYIONIHX B

(9)

dopmyne nust qimHEbL cekperHoro Kitoua (9). us me-
TO/A C IBYMsI COCTOSTHUSIMU JIOBYIITKAMU U3BECTHBI CJe-
naymorue obmeynorpeburenpubie onenku [8]. Beposit-
HOCTH DPETUCTPAIUU OJHOMDOTOHHONW KOMIIOHEHTBI COC-
TOSTHUSI paBHA

B MQe—N y eVl _
Q) = o == [0
2 _ 1/2
- Qe - 2 Qe - m] . (10)
Yy = max { VlQ(W)E:z :52Q(V1)6V1 ,O} . (11)

Omunbka B 01HO(DOTOHHON KOMIIOHEHTE NH(MOPMAIHOH-
HBIX COCTOSIHUIT UMeeT BH/I

Err(vy)e”t — Err(vg)e”?

= (11— 7 12)
rue
H v
T e A
V2 _ 1/2
- Qe - 2 Qe - m] 3)

Ecsm IaBEHHHBII IETEKTOP HA TPUEMHO CTOPOHE NMEeT
HE eJIMHIYHYIO KBAHTOBYIO 3 DEKTHBHOCTD, TO B 9TOM
caygae B dopmyinax (7), (8), (10)—(13) nyxHo npose-
CTH 3aMeHy (i — 7. THIHYHbIE 3HAYEHNUS KBAHTOBON
3 PEKTUBHOCTH JTABUHHBIX JIETEKTOPOB B TEJIEKOMMY-
HUKAIMOHHOM [IMATIA30He JIINH BOJIH MMEIOT 3HAYEeHNs

n=0.1+0.25.
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5. ATAKA CO CBETOAEJINTEJIEM

Paccmorpum Tenepn ataky co cerojesuresem (BS,
beam split). Cxema ataku npusesena ua puc. 1. [Tycrs
JIINHA, KBAHTOBOTO KaHaJa cBsa3u L. Be3 moacaymuBa-
Tels Ha MPUEMHYI0 CTOPOHY IMOCTYIAKT HEMCKAYKEH-
HbIe KBAHTOBBIE COCTOSIHUS CO CPEIHUM YUCIOM (HOTO-
noB (L) = pl0=%L/10 rne § — yaembuble moTepu B
KaHaJie CBA3U. TUINIHbIE 3HAYEHUST JIJIsI OJHOMOIOBOTO
Bosioka 0 = 0.2 nB/km. Ilpu arake nojcitymmusaTes
PAa3pbIBAET JIMHUIO CBSI3U, OTBOJUT Yepe3 aCUMMETPUI-
HBIIl TOJIPU3AIMOHHO HEIYBCTBUTEIbHBINA CBETOJIEIIN-
TeJib 100 cocTostHus 1 — T'(L) B KBAHTOBYIO IAMSITH,
a OCTAJIbHYIO J0JII0 KorepeHTHOro cocrostuust 1'(L) de-
pe3 KaHaJl ¢ MEHBIIMMHU [oTepsiMu (B ujease 0e3 Io-
Teph) JOCTABJISIET Ha IPUEMHYIO CTOPOHY 6e3 MCKazKe-
uuit. CBoe KBAHTOBOE COCTOSTHUE TIOJICTYIIINBATETb CO-
XpaHsieT B KBAHTOBOH HaMsITH JI0 PACKPBITHS 6a3MCOB.
Tloce packpbiTusi 6a3UCOB TPOU3BOIUT U3MEPEHUS B
U3BECTHOM Da3mce.

OyHIaMEHTAJILHBIM W XOPOIIO M3BECTHLIM CBOIi-
CTBOM KOTE€PEHTHOT'O COCTOSAHUS SABJISAETCA €TI0 CaMO-
nmogobHOe TpPeoOpa30BaAHUE HA JIMHEHHBIX ONTHIECKHX
3JIeMEHTaX, B HAIlleM CJIydae Ha CBeTomeauTese. Bask-
HO, 9TO HA JBYX BLIXOIAX CBETOMEJUTEIS BO3HHKAIOT
HE3aBUCUMbIC KOT€PEHTHDBIE COCTOAHNA, HO C MEHBIIIIM
CpeIHUM YHUCIOM (POTOHOB II0 CPABHEHHIO C BXOIHBLIM
KOTePEHTHBIM COCTOSHMEM. He3aBHCHMOCTD COCTOSHMIA
03HAYAET, YTO U3MEPEHU KOI€PEHTHOI'O COCTOAHUS Ha,
BBIXOJ[AX CBETOJIEIUTES HE BIAUAIOT JPYT Ha Jpyra.

CamoroiobHOe peobpazoBaHue KONEPEHTHOTO CO-
CTOSTHUSI HA ACUMMETPUIHOM TIOJIIPU3AIINOHHO HETYB-
CTBUTEJIBHOM CBETOJIEJINTEIE YI0OHO IPEICTaBUTh Je-
pe3 peobpazoBaHme OIEPATOPOB, MMEEM

to Eve’s quantum

lay/ 1= T(L), o),

memory
out
la, o) 1 lay/ T(L), o),
to Bob
in 9
\vac>

Puc. 1. Ataka co ceeTtogenutenem
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VITTD)
BV

JTD)
/T
at (o)
0

out

X (14)
n

Ha BBIXOsEe cBeTose/IMTES JBa HE3aBUCUMBIX KOT'e-
PEHTHBIX COCTOSHUSA UMEIOT B/

lay/1—=T(L),0)1 & |an/T(L),0)2 =
_ (e—u(l—T(L))/2 e/ 1-T(L) ai<o>|vac>1) ®

® (T2 VT k) vac), ) . (15)

TTomaepkHeM, ITO Ha BBIXOJE CBETOEINTENS BOSHAKA-
€T YMCTOE KOI€PEHTHOE COCTOSHHE, & HE CTATHCTHYEC-
Kasl CMEChb — MATPHIA [IJIOTHOCTH.

Ilpn m3MepeHnn MOJCTYIMUBATENEM COCTOSHAS B
KBaHTOBOH maMaATH (a3a KOTEPEeHTHOTO COCTOSTHUS
(daza 6 napamerpa «) HOJCIIYIIIMBATENIO B KAXK IO 110~
CBLIKE HEM3BECTHA, TO3TOMY HOCTYIUBATEh «BUIAT>
CTATACTUIECKYIO CMECh COCTOSTHUI — MATPUILY ILJIOTHO-
CTH, aHAJIOTMYHO CUTYAIUH C HEPA3PYyIIAIONIIM H3Me-
permeM umcaa GpoToHoB. MaTpuna ILIOTHOCTH HMEEeT
BUJ

ph (1= (L)

k!
X |I€,O’>11<O’,I€|.

pr(, o) = e~ HI=TE) 3
k=0
(16)

TTocste packpbiTust 6a3UCOB TOJCIYIIUBATEH 3HAET Oa-
3UC, MOITOMY Jlajiee UHIEKC Oa3uca omyckaem. Jliu-
HA CEKPETHOr0 KJII0Ya BBIPAYKAETCS Yepe3 YCJIIOBHYIO
surpormio ¢dou Helimana i COBMECTHOH MaTpH-
el wiornoctu Asmmca—Esa [18]. CoBmectnast maTpuia
mwrorHocTH Asnca—EBa mveer BuJI

pxe) = 5100 x (0] pa (1. 0) +
+ %|1>XX<1| ® p1(p,o1), (17)

rae |0)x u |1)x — xormu MHDOPMAIMOHHBIX COCTOSI-
HEil, KOTOpBIE AJTCa OCTABIsIET y Ce0sl U KOTOPBIE JI0-
CTYTIHBI TOJIBKO €if. JTMHa CeKPeTHOTO KITI09a B ACHMII-
TOTHYECKOM IIPeJieJie JJIMHHBIX IIOCIIeI0BATEeIbHOCTEN
B IepecteTe Ha 3aPErHCTPUPOBAHHYIO IOCBUIKY JAeTCs
dopmyitoit

RBS = H(pXE|pE) —leak =1 — C’(,u) — leak, (18)
Fﬂe yCﬂOBHaH 3HTpOHH5{
H(pxelpr) = H(pxr) — H(pE)- (19)
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IIo onpenenenuio

H(p) = =Tr{plog(p)} = = Y M log(x),
k

Ak — COOCTBEHHBIE YHCIa MATPHIBI IJIOTHOCTH p, log =
= log,. CobcTBeHHbIE YUCIa MATPUIIBL IVIOTHOCTH AJH-
ca—EBa px g paBHBI

1 —na-ry pr(1 = T(L)*
2 k! ’
1 —;L(l—T(L)),uk(l - T(L))k = 20
e — . (20)
2 Kl o

COOTBETCTBEHHO COOCTBEHHBIE YMC/IA MATPHUIBI ILIOT-
wocru EBbl pp = Tr{px g} paBubl

Ty (L =T (L))
k! ’

}:O_l. (21)

C yuerom (20), (21) nosyuaem 1yist yCIOBHON SHTPOITIN
dou Heitmana

(- 1
{e p(1 T(L))}k:m {5(3

1 u(l—T(L)),uk(l - T(L))k

2¢ il

H(pxelpp) =1-C(u), (22)
rje BeauanHa Xoseso [19-22]
Tl) = e—n(1-T(L)) — (1 =T(L)*
k=1
=1 — ¢~ +(A=T(L)) (23)

BakHO oTMeTHTBH, 4TO BesmunHa (23) mocTHraer-
¢l Ha KOJUIEKTUBHBIX M3MEPEHUX HaJl BCell KBAHTOBOI
nmaMaATbio. Benuunna XoJseBo, 10 CyTH, SABJISIETCS TIPO-
IIyCKHOW CIIOCOOHOCTHIO KBAHTOBO-KJIACCUYECKOTO Ka-
HaJta Mexk 1y Asncoit u EBoit, ona paBHa MaKCUMaJIbHO-
My KOJUYECTBY KJIACCHIECKUX OUTOB Ha TOCBHLIKY, KO-
Topoe EBa MokeT n3Biieds u3 ancaMOJ1si KBAHTOBBIX CO-
crognuii. Kak Bugno uz dopmyist (23), sesmunna Xo-
JseBo Bospacraer ¢ pocroM p(1l —T'(L)). Heoupenenen-
HocTh wHpOopMarnuu EBbI 0 epeaBaeMoM OUTe KITIOUIaA
CBA3aHa TOJIbKO C BaKyyMHOII KOMIIOHEHTOH COCTOSHUA,
KOTOpasd BO3HUKAET C BEPOATHOCTHIO e~ H(1=T(L) 113
KOMITOHEHT COCTOSIHUSI C HEHYJIEBBIM YHCJIOM (DOTOHOB
(k > 1), nMeromux BEpOSITHOCTh

o n(1-T(L) pF(1=T(L))*
k! ’

EBa momydaer mocroepryo mHGOpPMAIMIO O mEpea-
BaeMoM Omute Kjio4da. IIpum Takoit aTrake ommubOYHbBIE
OTCYETHl HA TPUEMHON CTOPOHE BO3HUKAIOT TOJBKO 33

5 KIT®, o 4
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CY€T TEMHOBBIX IITyMOB JIABUHHOT'O JIETEKTOPA C BEPOSIT-
HOCTBIO pg. llo/THAST BEPOSITHOCTD JIETEKTUPOBAHUS J1€-
TEKTOPOM C KBAHTOBOW 3(PHEKTUBHOCTDHIO 7) KaK Ipa-
BWJIBHBIX, TAK U OMMMOOYHBIX OTCIETOB PABHA

o0 k
Qps (i) = pa + e~ mT(L) Z 7@7#2(!1?))

k=1
=pa+1-— e~ mT(L)

(24)

COOTBETCTBEHHO BEPOATHOCTH OIIIOOYHBIX OTCUYETOB

Errgs(p) = %d,
(25)
Errps(p) 1 Pd

QBs(1) ) pa+1—emTL)

B wurore misa undopmanun leak, Tpedbyemoil st Kop-
b

PEKINH OMIOOK B ACUMIITOTHYECKOM IIpEIesIe JINHHBIX

OCJIeI0BATEJILHOCTEH, nMeeM

OrmernM, 9T0 yTedka nHGOPMAIMHN K HO/CIIY [IIHBa-
TeJTI0 IIpU Koppekimn omubok B (9) u (26) 3anucana B

Errps(p)

Q@Bs(1) (26)

leak = h <

IIIEHHOHOBCKOM TIPeJIesie, T. €. IPU KOPPEKIUU OMubOK
CHAyYaHBIMU IMEHHOHOBCKUMU KOJAMH, 9TO HA IPaK-
THKe B MOJHON Mepe HepocTmkuMo. [lpu ncnonb3osa-
HUN KOHCTPYKTHUBHBIX KOZIOB BesmauHy leak B (9) u (26)
HY>KHO 3aMeHUTb Ha f -leak, rjue f — Besmunna 3¢ dek-
TUBHOCTH KOJa, 06brano f = 1.1 + 125.

6. CPABHEHUE OJINMHBI CEKPETHOT' O
KJIFOYA IIPU ATAKE CO
CBETOAEJINTEJIEM N ATAKE C
PACIIOEITJIEHWEM IIO YNCJIY ®OTOHOB

B aTom pasnese nposesem cpaBuenue 3hbHeKTUBHO-
creit atak. OIEHNM JIJTHHY CEKPETHOTO KJTFOYA, U JJIHHY
KBaHTOBOI'O KAQHAJA CBSI3U, JIO KOTOPOI rapaHTUPYeTC st
pacrpesiejieHie CeKPEeTHBIX KJjrodeil. B acummrormde-
CKOM IIpeJiesie JJIMHHBIX IOCJIeI0BATeILHOCTE 9acTo-
Tl oTc1eToB (10), (24) paBHBI BEPOSTHOCTSIM OTCUETOB
Jutst THPOPMAIMOHHBIX COCTOSTHUIT CO CPEJTHIM IHCJIOM
doronos pu, nyisa decoy state co cpeauum dnciaom doro-
HOB V] U Vg, & TAKXKE HADJIIOIAEMOIT BEPOSITHOCTH OITHO-
KU 715t HHPOPMAIMOHHBIX COCTOSTHUIN U COCTOSTHUI JI0-
Bymek (decoy states). Jlerurumubie moJsib3oBaTesn He
MOTYT B IPHHITAIE PA3ININATh, €CTh B KAHAJIE TOJICITY-
muBaTesb win HeT. OleHKa JIJINHBI CEKPETHOrO KJII0Ya
JIOJKHA OBITH TPUMEHNMa KaK [IPU HAJMYUU ITOJICITY-
[IMBATEJIs, TAK U B €10 OTCYTCTBUE.
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[IycTs momcymmBaTesb B IMHAU CBS3U OTCYTCTBY-
eT, Torjia BeanauHsl (7), (24) OnpeesIsoTcst TOJBKO M0~
TepsSIMU B JINHAW CBsi3M, a ommOKy (8), (25) BOZHUKAIOT
TOJIBKO 34 CYeT TEMHOBBIX IIIyMOB JIABHHHBIX JI€TEKTO-
poB. CumuraeM, 9TO ONTUIECKAsT TPUEMHAS IaCTh CHC-
TeMbl He BHOCHUT OINUOOK, T. €. UJIeaJIbHO HACTpoeHa. B
aToM caydae 1o Decoy state-meTosy manHa ceKpeTHOrO
K094 nojtydaercs 1o dhopmysam (9)—(13), rae HyKHO
saMeHuTh (i, V12 — pI(L),v1 2T (L), rme T(L) — npo-
XOXK/JIeHne B KaHaJje cBa3u. llpenenpHasa JunHa JIHHAN
CBSI3U OMPEJIeISIeTCs M3 yCJIOBUsT OOpAIeHnsI B HYJIb
JTAHBI CEKPETHOTO KJTI0YA.

JlMHa CeKPeTHOrO KJII04Ya IIPH aTaKe CO CBETOEIH-
TesteM ompeziessiercs: o dopmysam (18)—(26). Ipu ta-
KOI aTaKe I10JICYIIUBATEb JefCTBYET «IIPO3PATHO» —
HEe W3MEHseT 9YHCJIO OTCYETOB, HE MPOU3BOIUT OIIHU-
00K, He M3MEHHAET CTATHCTUKY OTCIETOB U COOTHOIIIE-
HUE MEeXKJIy BEPOSITHOCTSIMHE JIJIsi COCTOSTHUI C PA3HBIMU
CPEIHIMI 3HAYEHUSIMA 9ncIa HOTOHOB.

ITockoIbKy HE CyNeCTBYeT YHUBEPCAILHON OIEHKH
JUINHBI CEKPETHOIO KJIIOYa JIJIsI BCEX BO3MOXKHBIX aTakK
(uckmouenue cocranysier 0AHOMDOTOHHBIN CIydail, CM.
Beezenue), HeOOXOAMMO BBIYUCIATD JIMHY KJIIOYa, JJIst
KaykJIol OTJEJIbHON aTakd, a 3aTeM BbIOMpaTh Hau-
MEHBINYIO0 JIMHY MO BCceM aTakaMm. Huke mokazkem,
ITO OIEHKA JIJIMHBI CEKPETHOTO KJII0Ya IPY IIPO3PATHOM
aTaKe CO CBETOMEINTEIEM JAET CYIIECTBEHHO MEHBIIIYIO
JUINHY CEKPETHOro KJIfo4a, deM oreHku 1o Decoy sta-
te-meroyry mpu PNS-araxe.

Bompoc dakruteckn hopMymupyeTcs CIeayionmm
obpaszom. lmeercss HaboOp HAOIIOJAEMBIX BEJINYUH B
ACUMITOTUYIECKOM IIPEJIeJIe JJIMHHBIX ITOCIe0BATE b
Hocreit — BepositHOcTel (10)—(13), (24), (25). Kimou
KaKO#l JIINHBI MOCJEe KOPPEKIINH OIMIMOOK M CYKATHS
(yCuileHUsI CEKPETHOCTH OYUINEHHOTO KJIF0Ua) HyKHO
OCTaBHUTH, YTOOBI OBITH YBEPEHHBIM, UTO OH SIBJISIETCS
cexkperubiM? Decoy state-merosn ocrasisier GOJIBITYIO
JUIAHY KJIIO4a, 9€M 9TO JOMYCTUMO, T.€. KU (haKTu-
YECKU SIBJISETCS HE CEKPETHBIM.

[Ipexke 9eM MpenCTABUTH UHCICHHBIE DPACIETHI,
JiuTs1 GOJIBINEN HATJISITHOCTH U yOeIUTEIbHOCTHU CJIeIaeM
AHAJINTUIECKNE BBIUUCICHUSA. ACHMITOTHIECKAE 3HA-
qeHnst TapaMeTpoB i Decoy state-meToma MOXKHO 10~
ayants u3 dopmyn (9)—(13), ecan ycrpemMuTs Besntn-
Hy cpexsero uncyaa ¢goroHoB B decoy state vq,vy — 0.
B srom mpenesie mosydaeMm cienyroniue 3HAYEHHA A
BEPOATHOCTEN:

Q(u) =pa+1—e MTE), (27)
ITosmas ommbka ecTnb
1
Err(u) = eopa, €0 = 3 (28)
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IIpn mambix 71,2 — 0 momyJaeM

Yi=pa+n, e = (29)

DN =

Pd
n

Pazmocts gium  kimodeit B Decoy state-merome u

BS-arake pasna

Rons — Rps~1—h (p_d> en-T)
2n
p
zuu—T@»—ﬁzuﬂ—T@»>0(%)

U3 dopmynnt (30) Buguo, uro Decoy state-merosn Bee-
/1A 3aBBINIAET IINHY CEKPETHOTO KJII0Ya, TAK KaK CPe/l-
Hee YUCIO0 (POTOHOB B MHMOOPMAIIMOHHOM COCTOSTHUHI

> 0.
Tunuanble 3HavYeHNsT KBAHTOBOI 3(MPEKTUBHOCTH
JIABUHHBIX JleTeKTopoB 77 = 0.1 <+ 0.25, xapakTepHbIe

3HAYEHUsI BEPOSITHOCTH TEMHOBBIX IIyMOB Ha CTPOD
pa = 107% = 1077, Tlosromy ciaraemoe pg/27
~ 107° = 1075, Tunuunble 3HAYEHUS] CPEJIHErO HUUC-
Jsia (HOTOHOB B MHQOPMAIMOHHBIX COCTOSHUSX (i
= 0.1--0.5. KoacdurmenT mpoxoxk 1eHns KaHaIa CBI31
T(L) = 10~ L9/10 rmmoit L mtst 0HOMOIOBOIO BOJIOK-
Ha ¢ koaddurmenrom noreps 6 = 0.2 1B /KM, HanpU-
mep, npu mure 10 kv pasen T(L = 20) = 0.398, no-
9TOMY PA3HUIA B JJINHE KJIIOUYEl COCTABIISIET IIPU [i =

=0.25

~
~

Rpns — Rps

—85%,
Rpns ’

aro Ha 15 % npesblmaeT IJIMHY CEKPETHOTO KIIIOYa, IIPH
aTake CO CBETOJICTUTEJIEM.

[Mpuunna 3aBbINIEHUsT JJIUHBI KJIIOYA W TIPUHIA-
nraabHOHM HedyBcTBUTeIbHOCTH Decoy state-meroma x
aTake CO CBETOJICJINTEJIEM COCTOWT B TOM, UTO «KBaH-
TOBasl YacThb» HexBaTKW uHbopmamun EBbI 0 Kilio-
4ye (cM. mepsoe ciaaraemoe B Gopmyse (30)) B Decoy
state-meTose oreHnBaeTCs Tepe3 HaOJII0IaeMyTo OO~
Ky B 0fHOMOTOHHON KOMIIOHEHTe cocTosHus (hopmy-
aet (12), (28)). @axkrudecku, dem GoJiblne OmubKa B
OTHOMOTOHHON KOMIIOHEHTE, TeM OOJIbIE «KBAHTOBAaS
qacThy yTeukn nadopmalun K Ese.

[Ipu npospaunoii atake co cerojennreseM Esa,
HAYMHAsT yKe C HeOOJIBIMUX JINH JIMHUUA CBSI3U, MO-
JKeT OTBECTH cebe MOYUTH BCe KBAHTOBBIE COCTOSTHUS, He
[IPOU3BO/Isl OMMOKK Ha ITPUEMHON CTOPOHE M HE MEHSsIsI
9UCJIa OTCYETOB 10 CPABHEHUIO C TeM, KOTOPOE JIOJIZK-
HO OBITH B OTCyTCTBHE mojcaymmBaress. OTBojs co-
CTOsIHUSI [TOYTH IeMKoM, EBa mosydaer Bcio mHOOD-
MAaIMIo, COIEPIKAIILYIOCS B KBAHTOBOM aHCAMOJIE, U 9Ta
nHdOpMAITsT HUKOMM 00pPa30M He 3aBUCUT OT OITHOKH
B OJTHOOTOHHO KOMITOHEHTE COCTOSIHUSI Ha IPUEMHOIA
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Rps, Bpys
1.0

|
0 50 100 150 200 250

Rpg, Rpyg

Puc. 2. a) 3aBucumocTu ANNHbI CEKPETHOrO KJito4a B NMEpPecHETe Ha 3aperucTpupoBaHHYHO MOCbLIJIKY OT OJINHbI JINHUN CBA3W,

pPacCHNTAHHbIE NO ACMMNTOTNHECKNM d)opmynaM ans Decoy state-meToma (PNS) — CNNOLWHbIE TMHNWN, OANA aTaKnN CO CBETOAENN-

TENEM (BS) — NYHKTUPHbIE NTNHUN. 6) 3aBucumocTu ANNHbI CEKPETHOrO KJlto4a B NepecHeTe Ha 3aperncCTpupoBaHHYO NOCbINIKY

OT AJINHbI INHUK CBs3K, paccHuTanHble ans Decoy state-metoga (PNS) — cnsiowHble nnHuu, ans aTaku co CBETOAENUTENEM

(BS) — nyHkTupHbie anHumn. Obuyme 3HaveHnsi napameTpos kpuebix 1-3: 1 = 0.5 (1), 0.25 (2), 0.15 (3). Cpentee uncno poToHOB

B decoy state ansa Bcex kpusbix Ha puc. 6: v1 = 0.01, v = 0.001. Obwre napameTpbl ANs BCEX KPUBbIX: BEPOSITHOCTb TEMHOBbIX

wymos Ha cTpob pg = 1075, keanToBas adbdrekTnBHOCTE OfHOGOTOHHOTO aeTekTopa 7 = 0.1, yaenbHbIE NOTEPN B IMHMM CBA3N
0 =0.2 pb/km

cropone. Toumnee roBopst, nradopmarinsg EBbr BooOIIIE He
3aBUCHUT OT OMMUOOK Ha IPUEMHOI CTOPOHE, 8 OrPaHUYe-
Ha JIUIb CTPYKTYPOIl KBAHTOBBIX COCTOSHUN B aHCAM-
6J1e, a UMEHHO, TOJIBKO (DYHIaAMEHTAJIHHON BEJTUINHON
Xoneso [19-22].

Paccvorpum ipumep. Ilycth monydena ainHa cek-
permoro kioda 1mo Decoy state-meromy 256 6ut, mnpu
9TOM JJINHA KJIF0Ya, KOTOPBIN JTOJIZKEH IOJIYUUTHCS 110
BS-arake na 15 % menbiie. Mnaue rosops, uz 256 6ut
[IOJICJIYIITUBATEIIO U3BECTHO 38 OUT CEKPETHOrO KJII0Ya,
9TO, OYEBUJIHO, HEITPUEMJIEMO.

Pesynbrarsl 4uciaeHHBIX pacYeTOB JJIUHBI CEKPET-
HvorO KJitoua i Decoy state-meroma m PNS-araku, a
TakKe JJIsi aTaKW CO CBETOME/INTEJIEM, [IPUBEIEHBI Ha,
puc. 2 i Pa3lInYHBIX HapaMeTpoB. Kak BHIHO u3
puc. 2, 18 TUNWYHBIX 3HAYEHUN cpegrero yucia ¢do-
TOHOB B cocrostaun jioBymku (decoy state) pesyabrarTs
[IPAKTUYIECKU HE OTJIUYIAIOTCS OT PE3YJILTATOB PACIETOB

o dopmymam (9), (10)—(13).

7. BAKJIFOUYEHUNE

Takum obpaszom, mokazano, ato Decoy state-mero
HE IyBCTBUTEJICH K JIETEKTUPOBAHUIO TPO3PATHON aTa-

KU CO CBeTojienTesieM. Takas aTaka He U3MEHSIET CTa-
TUCTUKU OTCIETOB U COOTHOIIEHNE MEXKTy CTATUCTUKA-
Mu HOTOOTCIETOB JjIst COCTOSTHUI C Pa3HBIM CPETHIM
qucoM ¢poToHoB. [Ipu orenke qIUHBI CEKPETHOTO KJTIO-
9a MOJIyJaeTCs 3aMeTHO OOJIbINasl JJINHA KJII0Ya, YeM
[IpU OIEHKAX TI0 MPABUJIBHBIM (DOPMYJIaM, YIUTHIBAIO-
IIIIM BO3MOXKHOCTBH aTaKM co cBeTomesnreseM. Jls tu-
MUIHBIX 3HAYEHUN CpeiHero ducjia (POTOHOB B WHMOP-
MAaIMOHHOM COCTOSIHUU W TIPH JIJINHE JIMHUW CBSI3U OT D
1o 150 kv Decoy state-meTos cymmecTBEeHHO 3aBBIIIAECT
JUIAHY «CEKPETHOTO KJIIOYa», MOITOMY HCIIOJIH30BAHNE
TAKMUX KJIFOUeil, HampuMmep, B GaHKOBCKOI cdepe [23],
MOXKET IIPUBECTHU K HEIPEICKA3YEMBIM IIOCJIEICTBUIM.

ITosToMy mpH BBIYUCIEHUH JJIUHBI CEKPETHOTO
KJIIOYa, KpaiiHe HeoOXOJUMO JIeJTaTh OIEHKH JIJIsT BCEX
BO3MOXKHBIX aTak FBBI Ha IepeaBaeMble COCTOSIHUS,
a He OTPAHMYMBATHCS TOJBKO onHoit PNS-arakoit n
Decoy state-meTomom.

BaarogapHocTu. ABTophI BhIpazkatoT OJaromap-
HOCTb KoJuteraMm 1o Akajemun Kpurnrorpadpuu Poccnii-
ckoii Pesrepaliun 3a MOCTOSTHHYIO HOJJIEPIKKY U 00CY K-
nennsi. Asropnl 61aromapsar M. M. Apbekosa, K. A. Ba-
ageiruaa, A. H. Kouvosa u C. I1. Kynuka 3a Mmaorounc-
JICHHBIE ¥ UHTEHCUBHBIE OOCYYKICHUSI.

5*



C. H. Monotkos, K. C. Kpasuos, M. U. Pbixxkun

MHITD, Tom 155, BRII. 4, 2019

PdunancupoBanue paborwi. Pabora momaepkama
Poccuiickum HayunbiM dhongom (I1-(11-2019)).

10.

11.

JINTEPATYPA

. M. Tomamichel, Ch. Ci Wen Lim, N. Gisin, and
R. Renner, Nature Commun. 3, 1 (2012); arXiv:1103.
4130 v2 (2011).

. M. Tomamichel and R. Renner, Phys. Rev. Lett. 106,
110506 (2011).

G. Brassard, N. Liitkenhaus, T. Mor, and B. C. San-
ders, Phys. Rev. Lett. 85, 1330 (2000).

S. P. Kulik and S. N. Molotkov, Laser Phys. Lett. 14,
125205 (2017).

Won-Young Hwang, arXiv|quant-ph]:0211153.
Xiang-Bin Wang, Phys. Rev. Lett. 94, 230503 (2005).

Hoi-Kwong Lo, Xiongfeng Ma, and Kai Chen, Phys.
Rev. Lett. 94, 230504 (2005).

Xiongfeng Ma, Bing Qi, Yi Zhao, and Hoi-Kwong Lo,
arXiv[quant-ph]:0503005.

Yi Zhao, Bing Qi, Xiongfeng Ma, Hoi-Kwong Lo, and
Li Qian, arXiv[quant-ph]:0503192.

D. Rosenberg, J. W. Harrington, P. R. Rice, P. A. His-
kett, C. G. Peterson, R. J. Hughes, A. E. Lita, Sae
Woo Nam, and J. E. Nordholt, Phys. Rev. Lett. 98,
010503 (2007).

B. Frohlich, J. F. Dynes, M. Lucamarini, A. W. Shar-
pe, Zh. Yuan, and A. J. Shields, Nature 501, 69
(2013).

644

12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

22.

23.

M. Lucamarini, K. A. Patel, J. F. Dynes, B. Frohlich,
A. W. Sharpe, A. R. Dixon, Z. L. Yuan, R. V. Penty,
and A. J. Shields, Opt. Express 21, 24550 (2013).

Sellami Ali, Shuhairi Saharudin, and M. R. B. Wa-
hiddin, Amer. J. Engin. Appl. Sci. 2, 694 (2009).

Ch. Ci Wen Lim, M. Curty, N. Walenta, Feihu Xu,
and H. Zbinden, Phys. Rev. A 89, 022307 (2014);
arXiv[quant-ph]:1311.7129.

Feihu Xu, Shihan Sajeed, Sarah Kaiser, Zhiyuan
Tang, V. Makarov, and Hoi-Kwong Lo, Phys. Rev.
A 92, 032305 (2014).

Zhen Zhang, Qi Zhao, Mohsen Razavi, and Xiongfeng
Ma, Phys. Rev. A 95, 012333 (2017).

D. Gottesman, H.-K. Lo, N. Liitkenhaus, and J. Pres-
kill, Quant. Inf. Comp. 4, 325 (2004).

R. Renner, PhD thesis, ETH Ziirich, arXiv:0512258
(2005).

A. S. Holevo, Probl. Inf. Transm. 9, 177 (1973).
A. C. Xoneso, YMH 53, 193 (1998).

Beedenue 6 keanmosyio meopuio un@dopmayuu, cep.
Cospemennas mamemamuieckas @Guauka, BbIL. 5,
MITHMO, Mocksa (2002).

A. C. Xoseso, Keanmosvle cucmemvt, KaHaAbl, UH-
popmayus, MITHMO, Mocksa (2010).

A. V. Duplinskiy, E. O. Kiktenko, N. O. Pozhar,
M. N. Anufriev, R. P. Ermakov, A. I. Kotov,
A. V. Brodskiy, R. R. Yunusov, V. L. Kurochkin,
A. K. Fedorov, and Y. V. Kurochkin,
[quant-ph]:1712.09831 (2017).

arXiv:



