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Cuctembl KBaHTOBOI KpunTorpadun siBASIKOTCS OTKPbITbIMU CUCTEMaMU, NMO3TOMY BO3MOXHO aKTMBHOE 30HAN-
pOBaHMe, a TaKXKe HaBA3bIBaHME HELUTATHON PaboTbl 3N1EMEHTOB NPUEMHOI 1 NepeAaroLLeid annapaTypbl, KOTO-
poe, Kak 6blJ10 NPOAEMOHCTPUPOBAHO IKCMEPUMEHTAIBHO, MOXET MPUBOAUTL K KOMMPOMETaLNMN CEKPETHOCTH
cuctembl. PaspaboTka cuctem, KoTopble rapaHTUPYIOT ODHapY>XeHMe TakuxX aTak U CEKPETHOCTbL MnepefaBaeMblx
KJtOYell He Ha YPOBHE OTAE/bHbLIX TEXHUYECKNX PELUEHUli, a Ha YPOBHE (PU3NYECKNX MPUHLUMOB, SIBJASIETCS aK-
TyanbHoii 3apadveii. B pabote npepnoxeH npocToli, hr3M4eckn MHTYUTUBHO MOHSATHBIA APMHUMA 3aLUTbl OT
aTaku akTuBHOro soHauposaHus — Detectors Mismatch, koTopbliii TpebyeT nuwb MUHUMANBHBIX N3MeHeHUT B

NMELWNXCA CUCTEMAX, NCNOIb3YIOLWNX NPOTOKOJST KBAHTOBOIroO pacnpeneneHns BB34.
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1. BBEAEHUE

Ksanrosas xpunrorpadus [1], cHHOHUM KBaHTOBO-
T'0 pacupeeeHnus KIo4eil, peraeT IeHTPAJIbLHYIO IIPO-
O6J1eMy CUMMETPUYHON KpunTorpadnn, a UMeHHO, TIpO-
6J1eMy paclpeiesieHusl KPUMTOrPaDUIeCKuX KJIIOUeH,
[IPEJICTABJISIONIAX CO0O0 CIIydallHyI0 MJIEHTUYHYIO IO-
CJIEJOBATEJIbHOCTD HYJICH U eIUHUI Ha lepeJalolieil 1
NPUHUMAIOIIECH CTOPOHAX, HEU3BECTHYIO TpeTheil CTOo-
pone. Pacnpenenenne Kiodeil TPOUCXOMAUT IIyTEM CO-
[JIaCOBaHMUS — CUHXPOHU3AIINH JIBYX HE3aBUCUMBIX CJIy-
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YalHbIX II0CIEeN0BaTEJIbHOCTENH Ha IIepeJaloieii U 1Ipu-
€MHOII CTOpOHAX IOCPEJICTBOM IIepeIadn MeXKJIy HUMU
CepuU KBAHTOBBIX COCTOAHUN 4Yepe3d OTKPBLITBIA U J10-
CTYIIHBI JJIsT BTOPYKEHHs KBAHTOBDIH KaHaJ CBsI3H (Ol
TUYIECKOE BOJOKHO WM aTMOCHDEPHDII KaHAT).

KsantoBasi xpunrorpadus obecrednBaer 6e3-
YCJIOBHYIO CEKPETHOCTD KJtioueii. I1oj 3TuM noHuMaeT-
¢ TOT (PaKT, 4TO CEKPETHOCTH KJIIOUell rapaHTHPYeTCs
dyHIaMENTAIBHBIMYA 3allpeTaMid KBAHTOBOI MeXaHu-
KU H& pa3JMIMMOCTh KBAHTOBBIX COCTOAHUIL, a He
TEXHUYECKUMHU HJIM BLIYUCIUTEILHBIMA OTPAHHYCHU-
UsMHU  mofcaymuBaresisd. TakuMm  dyHIaMeHTaILHBIM
3ampeToM siBJsieTcst Teopema no cloning (2], KoTopast
€CTb CJIeJICTBAE COOTHOINEGHUH HEeONMpe e eHHOCTel
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Taitzenbepra— Pobeprcona [3, 4] misg AByX HEKOMMY-
TUPYIOIMNX HAOJIOJAEMBIX — IPMUTOBBIX OMEPATOPOB.
HexomMmyTupyiomnme SpMUTOBBI OIEPATOPHI HE MOLYT
nMeTh OOINEeil cucTeMbl COOCTBEHHBIX BEKTOPOB. DTO
03HAYAET, YTO HE CYIIECTBYET ODIIEro M3MEpPEHUs, KO-
TOpoe MOTJIO ObI Oe3 OomubKN pa3IuiaTh COOCTBEHHBIE
COCTOSIHUS OJHOI'O U JIPYT'Or'0 SPMHUTOBBIX OIEPATOPOB.
Habop cobcTBEeHHBIX BEKTOPOB KAaXKJIOTO 3IPMUTOBA
omeparopa 00pa3yeT IOJIHBII OpPTOHOPMUPOBAHHBIN
6azuc.

IIpumenuTesbHO K KBAHTOBOW KpUITOrpaduu 3TO
o3HadaeT ciemyiomiee. Ecim B KadecTBe MHMOPMAIIT-
OHHBIX COCTOSIHUIT BIOUPAIOTCS COCTOSTHUS BHYTPH OJI-
HOTO WJIH JIpyroro 0asmca Cay4aifHO B COOTBETCTBUU
CO CJy4YalHOU IOCJEeI0BATE/IbHOCTHIO HA IIepeJalonieit
CTOPOHE, TO y TOJC/IYIINBATENsI PUHIAIAAIBLHO HE
CyIIeCTBYeT U3MEPEHUil, KOTOpbhIe MMO3BOJISIIN Obl 6e3
OIMmMOOK Pa3JINIaTh OIUH WIN JAPYroit HAOOp COCTOS-
uuii. Kak cirescrBue, Jiro0ble TONBITKY M3MEPEHUi 11e-
pellaBaeMbIX KBAHTOBBIX COCTOSIHU IIPUBEIYT K OIIUO-
KaM Ha IIPUEMHOI CTOpOHE.

Bribop Gaszuca m3mepeHwmii Ha IPUEMHOI CTOPOHE
OPOBOJUTCA B COOTBETCTBUU CO CIyYalHOU IOCJe10Ba-
TEeJIbHOCTBHIO, HE3ABUCHUMOI OT ITOCJIeI0BATEILHOCTH Ha,
repejiaorneit cropore. I1ochlLIKy, B KOTOPBIX 6a3UCH HE
COBITIAIAJIN, BIIOCJIEICTBAN JIETUTUMHBIMU TOJIH30BATE-
JIIMU OTOPaCHIBAIOTCS TIOCPEICTBOM 0OMeHa mH(pOpMa-
nueil 4yepes3 OTKPLITHINA KJIaCCUYeCKU ay TeHTUYHBINA Ka-
naj cBasu. [lockosbKy BHyTpu 6a3mca COCTOSHUS Op-
TOTOHAJIbHBI, B MOCHLJIKAX, IJie 0A3MCHl TPUTOTOBJIEHUS
U M3MEpEHUsl COCTOSIHUI COBIIAIAJIM, MOYKHO OJHO3HAY-
HO WJIEHTUDUIINPOBATD IIepe/laBaeMble COCTOSHUS, €C-
Jin He OBIJI0 BTODXKEHWI B KBAHTOBBII KAHAJ CBA3W.
Brop:keHne B KBaHTOBBIN KaHaJI CBA3U U3-3a (DyHIA-
MEHTAaJIbHBIX OrPDAHUYEHN KBAHTOBOM MEXaHUKU HENU3-
0GeKHO TMPUBOAWT K OIMMOKAM Ha MPUEMHONI CTOpOHE.
O1ieHKa BEPOSITHOCTH OIIMOKU ITPOMCXOJIUT Yepe3 OT-
KPBITBIN KJIACCUYECKUIT KaHaJ CBsI3u. KBaHTOBasi TEO-
pusi nHGOPMAIMH MMO3BOJISET MOJIYIUTh U€pPe3 IHTPO-
[uiiHble COOTHOIIEHUS Heompeesaentocreit [5—8] dyu-
JIAMEHTAJIbHYIO0 BEPXHIOIO I'DAHUILy yTe€YKH HHPOpMa-
WY K TOAC/TIYIINBATEIIO IPU JAHHOM HAOII0IaeMOi Be-
POSITHOCTH OITUOK.

[Toce kKoppekImy OmubOK Yepe3 OTKPBITHIA K1ac-
CHYIeCKUI KaHAJI CBSI3W BO3HUKAET OJIMHAKOBas OUTOBAsT
CTPOKa Ha [epeslaloleil U IPpUHUMAIONEe CTOPpOHAX —
[IPOCESTHHBIN KJIIOY, O KOTOPOM TIOJIC/IY IIABATE/Ih NMEET
JACTUIHYI0 WHMOPMAIINIO, KOTOPYIO OH TOJJIYyYIUI IPHU
BTOD2KEHUU B KBAHTOBBII KaHAJI CBA3U M UCIPABICHUI
omubok. «3baruey JacTUIHON NHGOPMAIINN TTOICTY-
[IUBATEJIsI O MPOCESTHHOM KJTIOUe ITPOUCXOIUT CHKATUEM
(xermpoBaHueM ) GUTOBOI CTPOKU Yepe3 OTKPBITHIN Ka-
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HAJI CBSI3W — MPOIEypa yeusienns cekperaoctn [9,10]
C MCIIOJIb30BAHUEM YHUBEPCAILHBIX XeIl-(byHKINA BTO-
poro nopsizika. B pesysibrare Bo3HUKaeT 00Imuii cexper-
HBII KJTIOY, 0 KOTOPOM TIOJICTYITUBATE L HE UMEET HU-
Kakoit nadOopMaIum.

HeiicTBUTE/IHHO, KBAHTOBAsT KpUIITOrpadus rapaH-
TuUpyeT GE3yCTOBHYIO CEKPETHOCTH Kiroueit [11,12], ec-
JII yIUTHIBATEH TOJLKO ATAKU HA TEPeJIaBaeMble KBAaH-
TOBLIE COCTOSIHUSI, KOTJa TOJICAYIIABATEh HE NMEET
HU NIPSAMOrO, HE KOCBEHHOTO JOCTYIA K IepeIalomedt
(Asmca) n npuanmatorneit (Bo6) crannmsim. B peasb-
HOCTH CHCTEMBI KBAHTOBOI KpPHNTOTpadWu SBJISIOTCST
OTKPBITBHIMH CUCTEMAMH, B TOM CMBICJIE, 9TO HOJCITY-
mmBareas (EBa) MOXKeT MMETh KOCBEHHBIH JOCTYT K
IPUEMO-TIEPEIAIONIEH annapaType, UCIO/Ib3ysd 30HIU-
pyomee naryderne. O6LIMHO TAKHE ATAKH HA3BIBAIOTCS
Trojan-horse attacks [13-19].

Bcee arakm ma cucTeMbl KBaAaHTOBOM KpUNTOrpadun
MOXKHO Pa3eJINTh HA TPU KJIACCA.

1. Araku HemoCpejCTBEHHO Ha WHMOPMAIMOHHBIE
KBaHTOBBIE COCTOsIHUSI B KBAHTOBOM KaHAaJIe CBA3U.

2. ITaccuBHbBIE aTaKM, UCIIOIL3YIONINE JeTEKTHPOBA-
HUEe TTOOOYHOTO JIEKTPOMATHUTHOTO U3JIyYeHUs OT all-
napaTypbl IIDUEMHON U Iepealomeil cTannuii.

3. AKTUBHBIE aTaKu, UCIIOJIB3YOIINE 30HIMPOBaHIE
BHEIIHUM H3JIy4YeHUEM COCTOAHUSA JIEMEHTOB allllapa-
Typbl — (A30BBIX MOIY/ISITOPOB, JABUHHBIX JIETEKTO-
POB, a Tak:Ke aTaku ¢ MOAUQUKaIei paboThl SJIeMeH-
TOB CUCTEMbI, HAIIPUMEDP, aTaKa C OCJEIJIEHuEM JIABUH-
HBIX JeTekTopoB [13-16] u araka Detectors Mismatch
[18, 19].

IlepBoIit KIacc arak MOAPA3yMEBAET, UTO TOJCITY-
IMBaTEJb He UMeeT HU IIPSMOT0, HI KOCBEHHOI'O JIOCTY-
Ia K npueMo-nepejamomneil amnmaparype. CeKperHOCTh
KJTIOUei IPH TaKUX aTaKax FapaHTUpyeTcst PyHIaMeH-
TaJIbHBIMU OFPAHUYEHUSIMUA KBAHTOBOIT T€OpUU Ha Pa3-
JIMIUMOCTh KBAHTOBBIX COCTOSHUIA.

Bropoit kjacc arak cBsi3aH C TACCUBHBIM JIETEK-
TUPOBAHUEM IMOOOYHBIX CUTHAJOB OT PabOTHI JIEMEH-
TOB IIPUEMHON U IIepeIaloeil anmnaparypbsl — U3JIyde-
HUS OT (PA3OBBIX MOJIYJISITOPOB, T€HEPATOPOB CJIyYaii-
HBIX YUCEJI, CTPOOUPOBAHUS JJABUHHBIX JIETEKTOPOB, 00-
PaTHOIO IIePEn3JIyYeHN JIJABUHHBIX JeTEeKTOPOB IIPU UX
cpabaThIBaHNM.

Tpernii KJ1acc aTak UCHOIb3YeT AKTUBHOE 30H PO~
BaHUE YePe3 BOJOKOHHYIO JIMHUIO CBSI3U COCTOSTHUST AK-
TUBHBIX 9JIEMEHTOB CUCTEMBI, HAIpUMep, hasoBbIX MO-
JIYJISITOPOB, KOTOPbIEe HeCyT NH(MOPMAIMIO O TIepeiaBa-
€MOM KJIioUe. BO3MOXKHBI aTaKu, IIPH KOTOPBIX H3MEHsI-
eTcsl mTaTHas paboTa JIEMEHTOB CUCTEMBI, HAIIPUMED,
JIABMHHBIX JIeTeKTOpoB [13-16].
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O npoctom cnocobe 3awuThl OT aTakum. ..

Bes ycroitanBocTH cucTeMbI K TAKAM aTAKAM HEBO3-
MOXKHO BCEPbE3 FOBOPUTH O CEKPETHOCTH PAaCIIPeIeIsi-
eMbIX Kjodeit. Tpebyercss mcciieoBaHme CEKPETHOCTH
KJIIOYell ¢ yIeTOM IIOJ00HBIX aTakK.

[TpuHIUTIIAIBHO BaXKHO ODECIEYNTDH 3aIUTy CHUC-
TeM KBAHTOBOW KpuITOrpadmu OT aTak BTOPOrO
TPEThEro TUIIA He TEXHUYECKUMM CPeICTBaMU, 1006aB-
JIEHUEM JIOTIOJIHUTEIbHBIX CTOPOKEBBIX JETEKTOPOB U
JPYTUX TEXHUYECKUX KOHTPOJIBHBIX 3JIEMEHTOB, & Ha
ypoBHE DyHIAMEHTAILHBIX (PUNTECKUX TPUHIUIOB. B
[IPOTUBHOM CJIy4Yae KBaHTOBas Kpuirrorpadus u3 pas-
psiia cucTeM, O0EeCIIeIHBAIONINX OE3yCIOBHYIO CEKPET-
HOCTBb KJIOYeil, TapaHTUpyeMy (yHIaMEHTAIbHBIMA
3akoHaMu (pUIUKHU, OYIET IepeBeieHa B Pa3psi/i CHCTEM,
KOTOpBIE€ 00ECIeYNBAIOT CEKPETHOCTDH JIUIh TEXHHUIE-
ckuMu cpesicTBamu. 1loaToMy BaxkKHO HAlTH TaKue CIo-
CcOOBI TIPUTOTOBJIEHUS W PETHUCTPAIMH KBAHTOBLIX CO-
CTOSTHUM, KOTOPBIE TAPAHTUPOBAIN ObI HA (PUSUICCKOM
YPOBHE JIETEKTUPOBAHUE MU3MEHEHUsI pabOThI 3JIEMEH-
TOB cucteMbl. [Ipu 9TOM 2K€eJ1aTeIbHO HE BHOCUTD CyIIIe-
CTBEHHBIX U3MEHEHMI B KOHCTPYKIUIO cucrembl. Himxe
OyJeM pacCMaTPUBATBL CUCTEMBI ¢ (DAa30BBIM KOJIUPOBa-
HueM. B 9Tux cmcremax mpuUrorosJieHue HWHMOpMAIu-
OHHBIX KBAHTOBBIX COCTOSHUII B PA3HBIX Da3UCAX IPO-
UCXOJUT Ipu oMoty narepdepomerpa Maxa — [amte-
pa, KOTOPBIIl IIPUBOJIMT K «Pa3Ma3bIBAHUIO» BO BpeMe-
HU WCXOJHOTO JIA3€PHOT0 HUMILYJIBCA — CHJIBHO OCJIab-
JIEHHOTO KOT'€PEeHTHOTO coCTostHus. Ha mpuemHOl cTo-
POHE M3MepEeHUe TAaKXKe Peasin3yercsl IPH IIOMOIINA UH-
TepdepoMeTpUIecKnX peodpa3oBanuit Ha mHTEPdhEpOo-
merpe Maxa—annepa. @akTudeckn nHTEPHEPOMETP
obecrieunBaeT KOHCTPYKTHUBHYIO Ha OJHOM BBIXOJE U
JEeCTPYKTUBHYIO WHTEP(EPEHIINI0 Ha JIPYTOM BBIXOJE
BXOJIHBIX KBAHTOBBIX cOCTOsHUI. KOHCTpyKTHBHAS U
JIECTPYKTUBHAsI UHTep(EPEHInsl 00eCIleunBaeTCsl Bbl-
60poM Haz0BOr0 CIBUIa MEXKLYy COCTOSIHUSIMU B PA3HBIX
BPEMEHHBIX OKHAX.

Huke Oymer mokasano, 9T0 BBEICHHE JTOTTOTHUTE b=
HOTO CJIy9YafiHOTO BbIOOpPa (pa3bl BHYTPHU KaKJI0ro 6a-
3uca TapaHTHPYeT JeTeKTupoBanue araku Detectors
Mismatch. Ilpm sTOM [meTeKTHpOBaHWE TaKOW aTakn
daKTHYecKn rapaHTHpyeTCs HapylleHneM wHHTepde-
PEHIIMOHHON KapPTUHBI IOJCIIYIIUBATENEM, TOCKOJIBKY
EBe nemsBecren ciyuaiiubiii BeiOOp da3 Ha mpuem-
HOH CTaHIMM, KOTOPBI OTBEYAET MAKCHUMYMY HHTED-
depennuonHoii Kaprubl. C pusnyeckoil ToUKu 3pe-
HUsl KapTUHA Pa3pyIlleHus HUHTepMEPEHINT U HEnu3-
6eKHOe BOBHUKHOBEHME OITMOOK IIPY JeTeKTUPOBAHUM,
IIOJTHOCTHIO aHAJIOTMYHA Pa3PYIIEHUIO UHTEPMEPEHITIHI
Ha JIBYX IIEJISAX, €CJIU IIOJIOXKEHUE ITesieil BhIOMpaeTcs
CJIy9JaifHO U3 JBYX BapUAHTOB, HEM3BECTHBIX IOJCIIY-
muBaTeo. Huxke Oymer moapobHo pa3obpana JaHHAS
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CUTyaIys 3alUThl, KOTOPas OCHOBaHA HA OYEHBb IPO-
cToi M PU3NIECKN UHTYUTUBHO MOHATHOHN uaee. [Ipu-
geM peasim3alus 3alliThl He TPeOyeT CKOJIb-HUOYIb Cy-
[IIECTBEHHBIX W3MEHEHUN B KOHCTPYKIIUU CHCTEMBI.

Pamee 6bL10 MOKa3aHO, UTO M cuUCTEM C (hazo-
BBIM KOJIMPOBAHUEM aTAKH C OCJIEIJICHIEM OKA3bIBAIOT-
cs1 He3((DEKTUBHBIME U NPUBOJIAT K JIETEKTUPOBAHUIO
araku [20,21]. IlpuveM JeTeKTUPOBAHME TAKOH ATaKu
TaKzKe OTBEYAET PA3PYIIEHUIO PACIIPE/ICTEHHON HHTED-
depeHImonnoil KApTUHBI HA TIPHEMHOH cTopoHe. JIpy-
rux MoAudUKAIMIT ATAKH C OCJIEIIEHIEM J€TEKTOPOB C
TeX [Op eIle He ObLIO IPEJIIOKEHO.

Hwmxke moiimer peyb O Tak Ha3bIBAEMO arta-
ke Detectors Mismatch [18, 19]. IIpu rakoii arake
[TOJICJTY IIUBATE]Ib HABSA3BIBAET OTCUYETHI JIABUHHBIM (DO-
TOJIETEKTOPAM U B PE3YJILTATE MOXKET 3HATH BECH KJII0Y,
He TIPOU3BO/Is OMUOOK Ha pueMHoit cropone. Cucrema
0e3 3amuThl OT TAKOW aTaku He MOXKeT 00eCIedUuThb
CEeKPETHOCTD KJItoueil. Bojiee ToUHO, ecim Takas aTaka
HE JIETEKTHPYETCsl JIETUTUMHBIMUA [OJIb30BATEJISIMH,
TO cucTeMa He O0EeCreYrmBAET CEKPETHOCTH KJIIOUel.
Eciu araka jgerekrupyercs, T.e. CHCTEMa YCTPOEHA
TakuM 00pa30M, YTO aTaka HEeM3DEeXKHO IPUBOIUT K
HaOIIOJAEMBIM OIMMOKAM Ha IMPUEMHON CTOpPOHE, TO
OOHapy»KeHne aTaKW ITO3BOJIAET 3allUTUTHCS OT Hee.
WMuaue roeopsi, oOHapy»KeHHWE aTaKW aBTOMATHIECKU
BeJIleT K 3alluTe OT Hee, B TOM CMBICJIE, KaK ObLIO
CKa3aHO BBIIIIE.

Hwuxe mpemyraraercss mpocToil crocod 3ammuThbl OT
9TOM aTaku MPUMEHUTEHHO K IIPOTOKOJIY KBAHTOBOTO
pacupegenenus Kiodeii BB84 [1], koropwiil sBisiercs
IIUPOKO HCHOJIb3YyEeMbIM 0a30BBIM IIPOTOKOJIOM. [Ipe-
Jlaraemblit B pabore mpocToil n 3ddeKTUBHbIN cr1ocod
BAIATH OT JIAHHONW aTakKd OCHOBAH He Ha TEeXHIIeC-
KUX <3aIljIaTKax», a Ha (PU3MYECKUX MPUHIUIIAX pea-
JIN3AIAN CAMOTr0 MPOTOKOJIA KBAHTOBOTO pacCIpeelie-
HUsl KJII09ell — Crnocoba MPUTrOTOBJIEHUs] U U3MEPEHUs
KBaHTOBBIX COCTOSTHUIA.

Hy»xmo ormeruTh, Kak OymeT BHIHO HIKE, caMa, IO
cebe ataka Detectors Mismatch sBiistercs HeTpuBHasb-
HOI1, TOCKOIBKY EBa mosydaer nHdOpMAaIuio 0 KJIoJe
U IIPU 3TOM CKPBIBAET OT U3MEPeHUil Ha IIPUEMHOHR CTO-
poHe pas3pyIeHne NCXOAHON nHTepdepEeHITMOHHON Kap-
Tunbl. 1less ganHoit paboThl — MPEJIOKUTE TPOCTOM
crrocob MOIMMUKAIINN U3MEPEHNH KBAHTOBBIX COCTOSI-
HUIi, IPU KOTOPOM TapaHTHPOBAHHO TaKasl aTaka OyaeT
JeTeKTUpoBaThcst. Ha Hamt B3risi, moapobHbIil pa3bop
cutyanuu pro et contra SBasgeTcs ¢ GUBNIECKON TOUKH
3pEHUs] BIIOJIHE MHTEPECHBIM.
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2. ATAKA DETECTORS MISMATCH

Araxka Detectors Mismatch npumennma K cucremam
KBAHTOBOIT Kpurnrorpaduu, Kak ¢ (ha30BbIM, TaK U C 10~
JISPU3AIMOHHBIM KOJUPOBAHUEM, UCIOJIL3YIONIM JIBa
0THOMOTOHHBIX JIeTeKTOpa. KpUBbIE YyBCTBUTEIHHO-
CTH JIByX PA3HBIX JETEKTOPOB MOTYT OBITH Pa3IMIHbI-
M#. DTO 3HAUNUT, ITO MOT'YT OBITH BPEMEHHBIE HHTEPBa-
JIBI, B KOTOPBIX OJIWH JeTeKTOP nMmeeT 3 HEeKTUBHOCTH
perucrparuy (POTOHOB, OTJIIMIHYO OT HYJIs, & TyBCTBU-
TEJBHOCTH APYroro JETeKTopa paBHa Hyuo (puc. 1),
u HaoOOpOT. B TakoM ciiydae 37I0yMBINIJIEHHIK MOYKET
[IOCJIATH HA IPUEMHYIO CTOPOHY UMITYJIBC, KOTOPBII O~
majaJi Obl B TOT BPEMEHHOU WHTEPBAJI, B KOTOPOM 1yB-
CTBUTEJIBHOCTH OJIHOTO JETEKTOPa PaBHA HYJIIO, a JIpY-
roro He paBHA.

Taxum 06pazoM, 3JI0YMBINLIEHHAK MOXKET HaBS3bI-
BaTh CpabaTLIBaHUs HYKHOTO €My maeTekTopa. llpwm
MTATHON paboTe CHCTEMBI TOJIOYXKEHUE 110 BPEMEHH W
JTUTEJIbHOCTh KBAHTOBBIX COCTOSIHUIT BEIOMPAETCS TaK,
9TOOBI OHU TIOTIAAJN B 00JIACTD UyBCTBUTEIBHOCTH 110
Bpemenu oboux gerekropos (puc. 1). Iloxciymmsarens
B KaKJI0# IOCBHIJIKE WJIM YACTH IIOCHIJIOK MOYKET II0/IMe-
HSITh UCTHHHBbIE KBAHTOBBIE COCTOSIHIS CBOUME COCTOSI-
uusmu (fake states) ¢ MeHbIeil JJIMTEILHOCTDIO U JAPY-
UM TIOJIOKEHUEM I10 BPEMEHU OTHOCUTEIHHO KPHUBBIX
qyBCTBUTEJILHOCTH JIETEKTOPOB, TEM CAMBIM MOXKET Ha-
BSI3BIBATH OTCYUET WJIU €r0 OTCYTCTBHE B OJIHOM W3 JIe-
TEKTOPOB.

IIpenmaraemprit criocod OOHAPYKEHUS U 3aITUTHI OT
aTaky, WCIOJB3YIOMEH Pa3Hylo MO BPEMEHU 3aBUCH-
MOCTB 9yBCTBUTEJILHOCTH OJHO(DOTOHHBIX JIETEKTOPOB,
[IpUMEHUM JIjIsi CHCTeM KBaHTOBOI Kpuirorpaduu c
da30BBIM KOAUPOBAHUEM U IMOJISIPU3AIMOHHBIM KO/H-
pOBaHUEM.

IIpexxme 4wem ommcarb CHOCOO 3aIMUTHI, MTPUBE-
JieM onmcanue paboThl CUCTEMBI KBAHTOBOTO PaCIIpe-
JIeJIEHUsI KJIFOYeil B OTCYTCTBHE ATaKd W CAMY aTaKy
Detectors Mismatch, ucronbs3yfornyio pasnbie BpeMeH-
HbIE 3aBUCUMOCTU YYBCTBUTEJIHHOCTU OTHOMDOTOHHBIX
JierekTopos [18,19].

IIpuBemem HEoOOXOMMMOE [JI JATbHEHIIErO OMmca-
HUE aTaKd Ha CHUCTEMbl KBAHTOBOTO PACIIPEJIE/IEHUSI
KJIO4Yell ¢ (pa3s0BBIM KOJIMPOBAHUEM Ha IIPUMEPE IIPO-
tokosia BB84, koropsiil siBisieTcss 6A30BBIM ITPOTOKO-
JioM. Jtst cucTeM ¢ TOJIIpU3AIMOHHBIM KOIMPOBAHUEM
U JAPYTUX TPOTOKOJIOB ATAKa MPOBOIUTCS aHAJIOTUIHO.

B crammaprHOil 00IMIENPpUHATON BepCUH IIPOTOKOJIA
BB84 ucnonb3yercs jgBa 6asuca + @ X, KOTOpbIE Ha
TepeIalonieil CTOpOHe BBIOMPAIOTCS CAyYIaiiHO U paB-
HOBEPOATHO B COOTBETCTBUU CO CLy4alHON Iocjae10Ba-
TenbHOCTRIO 0 1 1. BHyTpHu Kaxkoro 6a3uca ciay<aifino
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U PaBHOBEPOATHO TAK>KE B COOTBETCTBUU CO CAydalHON
[I0CJIeI0BATEILHOCTHIO, BEIOUPAETCS OTHO U3 JBYX 3HA-
qennit paspl. 3HAUEHUE (DA3BI OTHOZHATHO COITOCTABIIS-
€TCA ¢ KBAHTOBBIM COCTOSTHUEM, TPUTOTABIMBAEMBIM HA
nepeaonieit cropore. B cucremax KBaHTOBOW KPHII-
Torpadun ¢ Ga3’0BbIM KOJUPOBAHUEM KaXKJI0€ KBAHTO-
BO€ COCTOSIHHME TpeCTaBjsier co0oil mapy KBa3UOIHO-
doToHHBIX KOrepeHTHBIX cocTosinmii (puc. 1, 2), joka-
JIT30BAHHBIX BO BPEMEHHBIX OKHaX 1 # 2,

)1 ® [ % a)s,

(1)

rae o — aMIUIITYIa KBa3MOAHOMOTOHHOTO KOTE€PEHT-
HOTO COCTOSTHWS, MHJIEKCHI 1 u 2 0003HATAIOT BpeMeH-
uble okHa (puc. 1), BeIGOp 6a3uca U COCTOSIHU BHY TPU
KaxKJI0ro 6aszmca (pUKCUPYeTCsi BBIOOPOM OTHOCHUTE b~
HO# ha3bl MeK Ty KBA3UOAHOMDOTOHHBIMU COCTOSTHUSIMU
BHyTpu napbl (puc. 1, 2), otHOCcHTeBbHAsT baza Kore-
PEHTHBIX COCTOSIHUM, JIOKAJU30BAHHBIX BO BPEMEHHBIX
okHax 1 m 2 B ba3ucax + U X, UMeeT BU/I
7

0T — pa OX—>¢A:§’

1t

:O,

:7T,

2
3 (2)
5

3aBUCHUMOCTH 9yBCTBUTEJILHOCTH ABYX OSHOMDOTOH-
HBIX JETEKTOPOB II0 BPEMEHM MOIYT Pa3/IndaThbCsd

(puc. 1, 2). Ilpu mraraoM pexkunme pabOThI JJIUTE/ b

— pa 1 = pa=

HOCTH KBAHTOBBIX COCTOSIHWIT U WX TIOJIOYKEHHUE 0 Bpe-
MEHH BBIOUPAIOTCS TAKUM 00PA30M, ITOOBI COCTOSTHUS
onaIal B ODOIIyI0 00JIaCTh MO BPEMEHH 3aBUCHMO-
CTH 9YBCTBUTEIBHOCTH 000UX OTHOMOTOHHBIX JETEKTO-
pos D1 u D2 (puc. 1, 2). Ilepen jeTeKTHPOBAHUEM CO-
CTOSTHU Ha MepeIaonieil CTOPOHe B CUCTEMAaX KBAHTO-
BOI Kpurnirorpaduu ¢ pa30BbIM KOJIUPOBAHUEM COCTOSI-
HUsI, TOCTYHAIONIIE N3 KBAHTOBOI'O KAHAJIA CBSI3U, MO/I-
BepraoTcs mpeobpas3oBaHmio Ha nHTepdepomeTrpe Ma-
xa—anznepa (puc. 1, 2). Ha npunumMatomeii cropone
BBIOOp Oasmca m3mepeHns: — JmbO +, UOO X — Mpo-
BOJMTCS CJIyYAHO W PABHOBEDPOSITHO B COOTBETCTBUU
CO Cay4daiHoi IIOCIeNOBaTEeNbHOCTHIO Ha IIPUHUMAIO-
el cropone. B 6a3uce + BuiOupaeTcs 3Hadenne (hasnl
vp = 0, B 6asuce X — 3HaueHMe @p = /2 g KOM-
nencanuu das nepegaiomieil cropount (dbopmyra (2)).
Bribop daszbl TpOBOAUTCS HAJOKEHUEM HAIPSIYKEHUS
Ha ($a30BbIi MOIYIATOP B II€tIe HHTepdhepomerpa Ma-
xa—Ilangepa (puc. 1, 2).

BeposiTHOCTB OTCUeTA HA JETEKTOPax B IEHTPAJIH-
HOM BpeMeHHOM OKHe 2 (puc. la) onpejesisiercs pa3Ho-
cThio a3 mepearoIieil 1 MpUHUMAIOINIEH CTOPOH, U Ha
nerexkTope D1, mponoprimonasbaa

) 3

(

A — ¥B
COS2 L L

- ()
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Daz0BbIi
OYIIATOD
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COCTOAHUI
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AMI'[JTWTy,HJ:I KBAHTOBBIX COCTOSHUMN

Opno 3HaUeHne Ha3bl
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Baznc
u3MepeHueii-

3 1 3

6azuc+, 1
nocaH( A

[\V]

{4
B
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/ \,[LBa 3HadeHns (Ha3bl
azuc n3mepenui-+ Ha IPUHUMAIOIIEN CTOpOHE
B KazKJI0M Hasuce

6 n 1 123
A3UCH,
nocan0 A A 1 A

D1

L ;
r

vy =0

D2

Puc. 1. CxemaTnyeckoe nsobpaxeHue npuemtoii 4actu. [okasaHo pacnpocTpaHeHne nHOPMaLMOHHbLIX COCTOSIHUN Yepes or-
TUYECKUD TPaKT Ha MPUHUMAIOLLEN CTOPOHE M UX LETEKTUPOBaHMe ANsi Ciydasi, korga 6asucel npuHumaroweli u nepeaatollei
cTopoH coBnagatoT. Jns npumepa BbibpaH 6a3nc +. B npaBbix 4acTsax pUCYHKOB Tak)Ke MoKasaHbl passivyHbIE BPEMEHHbIE 3a-
BUCMMOCTN HyBCTBUTENBHOCTW NaBUHHBIX fgeTekTopoB. a) CTaHaapTHas Bepcusi npotokona BB84. MNokasaHo peTekTuposaHue
coctosiHus 0 B basnce +. Pasa Ha nepepatoleil ctopore paBHa 4 = 0, dasa Ha npuHumaroweli ctopoHe B basuce + pasHa
wp = 0. MNpu wraTHOI# paboTe oTcHeT fonkeH bbiTh Ha aeTekTope D1. 6) Hosas Bepcusi npotokona. MokasaHo geTekTupoBaHue
cocTosiHns 0 B Basuce +. Pa3a Ha nepeparolleli cTopoHe paBHa w4 = 0, dpa3a Ha NpuHUMatOLLE cTopoHe B Ba3uce + BbIbUpa-
€TCs1 C/IyHaliHO 1 PaBHOBEPOSITHO U3 ABYX 3HadeHuii pp = 0 n wp = 7. [pn p = 0 oTcyeT BO3HMKaeT Ha getekTope D1, npu
@B = ™ — Ha pgetekTope D2

a Ha JeTeKTope D2 mponopnuoHaabHa
sin? (W) . (4)

Ecnan 6a3ucor mepejarorieii m mpuHUMAIOINIEl CTOPOH
copmagaror (em. pue. 1, 2, a rtakxke dopmyast (3),
(4)), To nupu passocru a3 COCTOSHUN, BHIOPAHHBIX
epelaroneil CTOpOHOI M IPUHUMAIONIEl CTOPOHON
wa —@p = 0, KOHCTPYKTUBHAS HHTEP(EPEHIN NMEET
MecTo Ha Bxoje gerekropa D1 (puc. la orBevaer cury-
anuu, Korga mnockutajcs 0 B 6asuce +, puc. 2 orBevaeT
CUTyaIln, KOrja Tocklianack 1 B 6asuce +), aro Gy-
JIeT TPUBOJUTD K OTCUeTy B serekTope D1 B meHTpasib-
HOM BpeMeHHOM OkKHe 2. MlHade roBops, pu coBHaJe-
uum 6a3UCOB, HAIIpUMED, TIpu basuce +, KOrga u mepe-
JIAIOTAsl, M TPUHUMAIONIAsT CTOPOHBI BBHIOUPAIOT a3y
0, mocjte mpeobpa3oBaHuil BXOJHBIX COCTOSIHAN Ha WH-
Tepdepomerpe Maxa—Ilanmepa KOHCTpYKTUBHAS WH-
TepdeperIus OyaeT UMeTb MeCTO Ha jgerekTope DI1.
W3-3a mecrpykTuBHOII MHTEpGEPEHIINNA Ha, JETEKTOPE
D2 cpabarbiBanus jgerekropa ue Oyzger (puc. la). Or-
cuer nperektopa D1 muTeprperupyercs Kak Jiorude-
ckuit 0 (puc. la). Ecau nepenaionas cTOpoHa HOCHI-
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gana 1 B Gasuce + (puc. 2a), 9ro orBeyaeT BBHIGOPY
dazbl 7, To Ha serekTope D2 Oymer KOHCTPpYKTUBHAS
nHTepdEePEeH s, KOTOpasl IIPUBEIET K CPadaThIBAHUIO
nerektopa D2. 3-3a mecTpyKTUBHON HHTEpdOEpEHIIT
Ha jgerekTope D1 cpabarbiBanus jmerekropa D1 He Oy-
zer (puc. 2a). Orcuer gerekropa D2 narepuperupyer-
cs KaK Jormdeckas 1.

IIpu mHecoBmamaromux 6a3ucax mepegaonei n mpu-
HUMAIOLIEH CTOPOH IIOJHOM KOHCTPYKTUBHOHN miau ne-
CTPYKTHUBHOIT nHTEpdepeHImn Ha gerekropax D1 u D2
He nupoucxout (puc. 3). BeposgrHocTs JerekTupoBanus
Ha 06omx serekTopax D1 m D2 He3aBuCHMO OT MOCJIaH-
HOTO cOCTOsiHUS (pHC. 3), COOTBETCTBEHHO BbIOOpa (a3
B HECOBIAIAIOMMX Ha3mcax, OyaeT MpomopInoHaTbHA,

- - 1
sin? (LA 5 ('DB) = cos? (LA 5 ('DB) =5 (5)

ecau das3bl P4 U B BBIOMPAIOTCA U3 Pa3HBIX 0a3u-
COB, IIPUYEM HE3aBUCHMO OT CaMoro BbiOopa ¢dasz. Or-
cuer OyIeT mMeTh MecTo Ha 0boux jerekTopax D1 u D2
(puc. 3) ¢ OIMHAKOBOH BEPOSITHOCTHIO HE3ABUCUMO OT
TOTO, KaKyio a3y COCTOSTHUIT BBIOpaIN epe aolast 1
[IPUHUMAIOIIAST CTOPOHBI.
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Puc. 2. CxemaTudeckoe n3obpakeHne npmemHoii CTOpoHbl, aHanoruyHoe puc. 1. MokasaHo pacnpocTpaHeHne MHGOPMaLMOHHbIX
COCTOSIHWIA Yepe3 ONTUYECKNIA TPAKT Ha MPUHMMALOLLEN CTOPOHE U NX AETEKTUPOBaHWE Afsi Cydas, korga basucel npuHumato-
wein n nepegatoLleli ctopor cosnagatot. ns npumepa BbibpaH 6a3nc +. MMokasaHbl TakXKe pasnnyHbie BpeMeHHbIe 3aBUCMMOCTM
YYBCTBUTENILHOCTU NaBuHHbIX AeTekTopos. a) CTaHpapTHas Bepcusi npotokona BB84. MokasaHo peTekTuposaHue coctosiHus 1
B basumce +. Pazsa Ha nepeparoLLeil CTOpoHe paBHa p4 = 7, dha3a Ha npuHumatowweli ctopoHe B basuce + pasHa wp = 0. [pn
wraTHoli paboTe oTcHeT fosmkeH bbiTh Ha aetekTope D2. 6) HoBasi Bepcus npotokona. MNokasavo getekTuposaHue coctosiHus 1
B 6asnce +. Pasza Ha nepepatoLLeil CTOpoHe paBHa w4 = 7, ha3a Ha npuHnMatoLLeli cTopoHe B basuce + BbibupaeTcs ciydaiiHo
N paBHOBEPOSTHO U3 ABYX 3Ha4deHuih pp = 0 u ¢p = 7. lNpn pp = 0 oTcueT BO3HUKaeT Ha getekTope D2, npn pp = ™ — Ha
netektope D1

Basuce! nepegatoteit 1 mpuHUMAIONIEi
CTOPOH HE COBIIQJIAI0T

|

23 123

¥B

\

D1

-

i
G

1

23

Suavenns a3 U3 pa3HbIX 0A3UCOB

Puc. 3. NantocTpauns 3BoNOLMN KBAaHTOBbLIX COCTOSIHWI Ha

NPUHMMAIOLLEN CTOPOHE 1 UX OEeTEKTUPOBAHUS Ha MpUEMHON

YacTu gnis cnydasi, korga 6asnc nHGOPMaLNOHHbIX COCTOSTHUT
1 Ba3uc nepegatoLLell YacTu He coBnagaoT

Araka Detectors Mismatch siBjisiercst aTakoit mpu-
eM—IIePeIIOChLT: TOJICIYIINBATE b Pa3PhIBAET KBAHTO-
BRIl KAHAJI CBSA3U U IIPOBOUT M3MEPEHUE B CBOEM CJIy-
9aifHO BRIOPDAHHOM Oa3WCe U MTEPEIOCHLIAET CBOM COCTO-
SHUSI B 3aBHCHMOCTH OT pe3yJjbrarta n3mepenuii. [Ipu
ONMCAHUN aTAKW BO3HUKAIOT CUTYAIMHU, KOTJa 0A3UCHI
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MIEPENOCTAHHOTO COCTOSTHUSL TIOJICTYIABATEN s, TIPUHH-
MAIOIIEl ¥ [Iepeialoleii cTopoH coBnaaaior (puc. 1, 2),
9BOJIIOIMA COCTOSTHUI U UX JIeTeKTUPOBaHKe IIPeJCTaB-
JieHbl Ha puc. 1, 2. OHAKO BO3MOKHBI CATYAIINHU, KOTIA
6a31C MeperoCJaHHOr0 COCTOSHHAA U 0a31C M3MEpEHMI
IpPUHUMAIOIIE CTOPOHBI He COBIIAJIAOT, IaHHAs CUTYya-
U IOKA3aHA HA PUC. 3 IJIs CTAHIAPTHON BEepCUu Ipo-
Tokos1a BB&4.

Ilonryaus pe3ynbTaT, MOACTYIITUBATEb> TOTOBAT CO-
CTOsTHHE, KOTOPOE MPOTUBOIIOJIOKHO M3MEPEHHOMY CO-
CTOSIHAIO B IPOTHBOIIOJIOKHOM 0as3mce M BO BpEMeEH-
HOM OKHE, B KOTOPOM JIETEKTOP, KOTOPBIH JOTKEH OBLT
OBl PErNCTPUPOBATEH U3MEPEHHBIE COCTOSTHUSI, SIBJISIETCSI
qyBCTBUTEJILHBIM, 8 JIETEKTOP, KOTOPBIA JTOJI2KEeH ObLI
OBl PErmCTPUPOBATH ITPOTUBOMOJIOKHBIE M3MEPEHHBIM
COCTOSTHUSI, OBLT ObI HEAKTHBEH, T. €. COCTOSIHUAS HE TI0-
majaJu Obl B 00J1aCTh 9yBCTBUTEIHLHOCTH 10 BPEMEHHU.
To ecTb B COOTBETCTBUN C PE3YIHLTATOM CBOUX M3MeEpe-
HUI TOJCTYIITUBATEb EPEIOCHLIAECT COCTOSHUE, KOTO-
poe BBI30BET cpabaThbIBaHNE Ha IPUEMHON CTOPOHE TOIO
JKe JIeTEKTOPa, YTO cpaboTal y MOIC/IyIIUBATE s, IIPU
YCJIOBUM COBIAIEHUS OA3MCOB TOACTYIITUBATEST U TIPHU-
€MHOI CTOPOHBI.
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IIpaBuabHbIit
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Her ommn6ounoro
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p=0
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pp=10

Puc. 4. nntocTpauus geTekTMpoBaHus 1 nepenocklfia CoCTOsHMI nogcnywmsaTtesnem npu atake Detectors Mismatch B crangapt-

Hoii Bepcuu npotokona BB84 ans cutyaumu, korga 6asnc namepenuii nogcnywmeatenst cosnagaer ¢ 6asmcom npuHmmatoleii n
nepefatoLleil CTopoH

Bazuc noxcymusarens ne copnamaer
¢ 6a3mMCOM Iepenaroneil M MPUEMHON CTOPOH

Orcyersl, KOTOpbIE
JIOJIZKHBI ObLTH OBl IMETH
MeCTO l'IpI/I COBIIQ/IECHUN COCTOHHI/[H y llO,’[CJIyIIII/IBﬂ.’I'eJIHA,
6a31CoB HepeJaTInKa  PABHOBEPOSTHO MPABUIBHBIN
W TIOJICITY ITABATEIIST 1 OmMOOYHBIN PE3YIBTATHI

AN

Al

b ks

=

Tlepenocsianubie COCTOAHMS
B 3aBUCUMOCTH OT OTCUETOB
B jlerekTopax D1 u D2

i WA
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Omnbounblii oTCYeT

Al

NN

D1
COCTOHIII/IH Ha HpHCl\'IIIOﬁ
CTOpOHEe 6e3 TOACTYIIABATETA
D2
OTCyTCTBHe OTCYETOB:
HeT IIpaBUJIbHBIX,
HET OMUOO0IHBIX
D1
AL ep=0
D2

Puc. 5. WnntocTpauus 3Bostoumm COCTOSIHWIA 1 UX AETEKTUPOBaHME Ha npuemMHoil ctopoHe npu aTake Detectors Mismatch B

CTaHZapTHoOI Bepcun npotokona BB84 ans cnywas, korga 6asnc nogcnylwimsatens He coBnagaer ¢ 6a3sncom NeruTuMHbIX nosib-

30BaTenel

Takum 06pa3oM, TPUHITATTHAILHBIT MOMEHT CTpaTe-
U TIOJICJYINUBATENST COCTOUT B TOM, UTO JIJTUTE]Ih-
HOCTH U TIOJIOYKEHUE 0 BPEMEHH MOJIMEHHOTO COCTOSI-
uust (fake state) Bcerma BbIOMparoTcst Tak, 9YTOOGBI OHO
HE TOMAaJaa0 B 00JIaCTh TyBCTBUTEIHHOCTH TI0 BpeMe-
HU TOTO OJIHOMOTOHHOIO JIETEKTOPa, KOTOPLI He J0JI-
2KeH ObLT OBl PErUCTPUPOBATH MEPEIIOCTAHHOE KBAHTO-
BOe COCTOsTHHE B JaHHOM Oa3suce, T.e. B 0Oa3uce, B KO-
TOPOM IIOJIMEHHOE COCTOsIHUE TIePenochlIaercs (puc. 4).
Takas cTparerus Mo3BOJISIET IIOJICIYININBATEIO HE TIPO-
U3BOJIUTH OIMMMOOK HA MPUEMHON CTOpPOHE, eCau OBLLIO
[IEPEITOCIAHO HEIIPABUIBHOE COCTOSTHIE.

s mosicnenust paccMorpuM npumep. IlycTs mom-
CJIyIINBATEb IPOBOIIII U3Mepenne B 6asuce + u 1o-
sgyuns 3Hadenne 0, TOrJa OH IePernochlIaeT COCTOSTHNE,
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oTBevaloIee 3HaUeHN0 1 B 0asuce X, BO BPEMEHHOM
WHTEPBaJe, B KOTOPOM OyJIeT IyBCTBUTEJEH JIETEKTOD
D1, a gerekrop D2 6yner HeakTuBeH — Oy/eT «CJIems.
Torna, ecsin Anmca u Bob BeIOpaJin 6asuc X, TO KOH-
CTpyKTHUBHAas uHTepdepentus OyaeT B miede mHTepde-
pomeTpa, rjae gerekTop D2, HO B TOM BpEMEHHOM WUH-
TepBaJjie, B KOTOPOM JIETEKTOP HEAKTUBEH — <CJIEII».
Ierexktop He cpaboraer. Ecim Anuca nu Bob BeiOpasn
6asuc +, TO KBAHTOBOE COCTOSIHUE «JIEJIMTCS» IIOIOJIaM
[IOCJIe TIPOXOXKIeHUsT MHTEP(EPpOMETPA MEXKJIy J1eTeK-
Topamu D1 m D2 m Gymer JIOKAJIM30BaHO B TOM Bpe-
MEHHOM HHTEepBaJie, B KOTOpoM gerekTop D1 ayBcTBH-
TeJsieH, a jerekTop D2 HeakTuBeH. [lockosibKy mepea-
OMast U MPUHAMAIONAsT CTOPOHBI OCTABJISIIOT TOJIBKO
Te TOCBLIJIKU, B KOTOPBIX 0A3MCHI COBIAJIAIN, [P aTaKe
[TOJICJTY IITUBATEIsI BO3MOXKHBI JIBE CUTYAIIMH.
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1. Ilpuemuast cropoHa BbIOpaJia 6a3uc X, TOTAa Ha
BxOJie serekTopa D2 bymer koHCTpyKTHUBHAS HHTEPdE-
peHIus, a Ha BXoze AerekTopa D1 — mecTpykTuBHas
(puc. 5). Curnan GyZieT PACIOJIOKEH BO BPEMEHHOM
OKHe, B KoTOpoM JierekTop D2 cnen. Hu onun us ne-
TEKTOPOB He cpaboraer. OTCyTCTBHE OTCIETOB HE €CTh
OIIoKa.

2. IlpuemHuast cropona BbIOpaJia 6asuc +. Cocros-
HUE <«JEJUTCsA» IOIoJaM MexkIy nerekropamu D1 u
D2, #o Gymer HaxomuTbcsi B 00JIACTU 9YBCTBUTEIHLHO-
ctu Tos1bKO gerekTopa D1 (puc. 4). CpaGoraer jerek-
Top D1, Bo6 3amumter 3uauenne 1. Ilpu aTom Takxke
BO3MOXKHBI JIBE CUTYAaIUH.

2.1. Ecnu mepemaromasi CTOpOHA TMPUTOTOBHUIA CO-
crosinue B 6a3uce +, TO IPHU COIJIACOBAHUU DA3UCOB OT-
CUYeT COXPAHUTCs W Toiger B Kirod. [Ipuemuast u me-
pefiaroiasi CTOPOHBI U IIO/ICJIYIINBATENb Oy/IyT UMETh
OJIMHAKOBbBIE 3HAYECHMUSI.

2.2. Ilepenarorast CTOpOHa TPUTOTOBUIA COCTOSTHUE
B Oa3uce X, TOTJA IPHU COIVIACOBAHUY DA3NCOB JIAHHAS
MOCBhLIKa OyIeT BBIOpOIIeHa, TaK KaK 6a3uchl AJIUCH 1
Boba ne cosmaiaior.

B pesysibrare araku moJICIAyNIMBATE/b 3HAET BECh
repeIaBaeMblil KJII0Y, He IIPOU3BOIUT OMIHOOK HA IPU-
HAMAIOIIEeHl CTOPOHE — OMIUOOYHBIE OTCYETHI OTCYTCT-
BYIOT, U He Jerektupyercs. Cucrema He obecriednBaeT
CEKPETHOCTD KJIIOUel. AHAJIOTUYIHAST CUTYAIAST TMeeT
MECTO U B CHCTEMAX C MOJIAPU3AIMOHHBIM KOIUPOBAHU-
eM.

3. JETEKTUIPOBAHWVE U1 3AIIINTA OT
ATAKN

Jlnsg obHApY KEHWsT U 3AIUTHI OT ATAKU, UCIIOJIH3Y-
IOITell PA3HYIO 110 BPEMEHH 3aBUCUMOCTH IyBCTBUTEb-
HOCTH OJTHO(OTOHHBIX JIETEKTOPOB, B CUCTEMAX KBAHTO-
Boii kpunrorpaduu ¢ (pa3’0BbIM U OJISIPUIAIUOHHBIM
KOJIMPOBAHMEM, TPH KOTOPO¥ IOJIC/IYIITUBATEb 3HAET
BeCh KpUNTOrpaUIecKnii KJII0Y U He OOHADPYKUBAET-
Cs1, IPEJJIAraeTCsl CJIE/ Ly IOl Crocob.

Hama wnmest merekTupoBaHus U 3alUTHl OT ATAKU
Detectors Mismatch cocrour B ciremyroniem. ITpunnma-
IOIasi CTOPOHA B KakK/IOM 0a3mce BLIOMPAET He OHO
snavenne Qasp: 0 B 6asuce + u 7/2 Gasuce X, Kak
“MeeT MECTO B M3BECTHBIX CHCTEMAaX KBAHTOBOI KPUII-
torpacdun ¢ nporokosom BB84, a B kaxkmom Oasmce
cJIy4JaiiHo BbIOUpaeT JABa 3Hadenus dasnl: 0 u 7 B 6a3u-
ce + u /2 u 3mw/2 B 6asuce X. [Ipu Takom BuIGOPE a3
PN aTake MOJC/IYIIMBATEIsI, UCIOIb3YIONEH Pa3HyIo
10 BPEMEHU 3aBHUCUMOCTH IYBCTBUTEIBHOCTH OIHOMO-
TOHHBIX JIETEKTOPOB, HEM30€KHO BO3HMKAIOT OIIMOKU
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Ha [puUHUMAaIoIIe cropoHe. 1lo Hamanto omuboK mpo-
HUCXOIUT OOHAPYKEHHE TOJIC/TY IIUBATEIS U IPOBOIATCSI
OTIEHKA YTEYKHU NHGMOPMAIIYI K HEMY.

Momudukalins MpoTOKoJIa IpeacTaBaeHa Ha, puc. 6.
B 6asuce + BBIOOP OmHOTO 3HAUEHUSA (PaA3LI MPUBOIAT
K ToMmy, uTo cocrognme 0T, mocTymaommee Ha IpHeM-
HYIO CTOPOHY, TIPUBOJUT K KOHCTPYKTUBHOM mHTEphE-
penruu Ha jerekrope D1 u orcuery na Hem. Orcuer Ha
nerektope D2 orcyrcrTByeT m3-3a JIECTPYKTUBHON WH-
repdepennun Ha HeMm (puc. 6). Eciu B 6a3uce + BbI-
O6uparoTcs jIBa 3HAYEHUsS (BHa3bl, TO OTCIET B JETEKTOPE
D1 unu B nerekrope D2 ot nostyuennoro cocrostaust 0F
OyZeT UMeTh MECTO B 3aBUCUMOCTHU OT BbIOOpa a3kl Ha
MIPUHUMAIOIIE CTOpOHE: TTpu Bhibope das3br 0 oTcueT B
nerektope D1, mpu BoiOOpe dpas3bl T OTCUIET B IETEKTOPE
D2 (puc. 6). Anajorudso, ecjayu Ha JIETEKTOP MOCTyIa~
eT cocrogrue 17, To mpu oxmoM BrIGOPE (ha3Ll, PABHOI
0, orcuer OymeT mMeTh MecTo Ha jeTekTope D2. Ilpu
JIBYX CJIyYallHBIX BbIOOpaxX 3HadYeHuil (a3bl Ha TPUHU-
MaroIeil CTOpoHe oTcYeT OyIeT UMEeTh MECTO Ha 000MX
JIETEKTOPAaX B 3aBUCUMOCTHU OT BbIOOpa (a3bl. [Ipn BbI-
6ope a3l T oTCUeT OT cocTosaHus 11 Gymer Ha JeTek-
rope D1 (puc. 1), npu BoiGope dassr 0 orcuer Gyzer
UMeTh MeCTO Ha jierekTope D2 (puc. 6).

Takum 06pa3oM, HA TPUHUMAIONIEH CTOPOHE IIPH
JBYX CJIyYaflHbIX 3HavYeHnsax a3 BHyTpu Oa3uca co-
crosaus, oTseuatontue 0T u 17, 1af0T oTcYeTH B 060ux
JIeTeKTopax B 3aBUCUMOCTH OT BbIOOpa (asbl. Analio-
TUYHAS CATYAIs IMeeT MecTo B 6asuce X . CirydaliHbit
BBIOOD JBYX 3HadeHni# a3 BHYTPU KaxKJI0ro Oas3mca
[IPUBOJIUT K TOMY, YTO IOJICTy IIMBATETH HEN30€KHO OY-
JIeT MPOM3BOJIUTH OIMMOKK HA IMPUHUMAIOIIEH CTOPOHE
u OyJIeT JIeTEKTUPOBATHCS.

Ob6cyum curyanuio 6osiee perajbHO. JlocraTodno
pPACcCMOTPETh CJrydail, Korja 6A3uC MOICTYIINBATEIS He
COBIIaIaeT ¢ 0A3MCOM MEpeIaloNeil W IPUHUMAIOIIEH
CTOPOH, 9TOOBI yOETUTHCSA B TOM, UTO aTaKa IMPUBEIET
K TOSIBJIEHUIO OIMMOOK Ha MPUEMHON CTOpoHe — obHa-
pyzkeHuto moacaymmBaTess. CuTyarus COBIAIAIONIIX
6a3MCOB y BCEX YYACTHUKOB ITPOTOKOJIA PACCMATPHUBA-
eTCcsl AaHAJIOTMYIHO.

IIycTs nepenaromias cropona nocsuiana 0 B 6basuce
+ (puc. 6). Ecan 6a3uc usMepeHuil MOJCITYIINBATES
HE COBIIaJ@aerT ¢ 0a3UCOM IIepelaroIieil U MPUHUMAKO-
el CTOpOH — TIOJIC/IYIIUBATE b BhIOpaJ 6asuc X, TO
IO/ICITY ITUBATEIH OY/IeT PABHOBEPOSITHO TIOJIY YaTh IIPa-
BUJIbHBIN ¥ OIMIMOOYHBIN PE3YJIbTATHI.

1. IlpaBwiibHbLl oTcueT y nojciayimuBaress (puc. 6).
Orcuer y nojciymusarens B ferekrope D1 (uaTepnpe-
TUpyeTcst Kak Jjorudeckuil 0) — IpaBUIBHBIA pe3yilb-
tar (puc. 6). Pesysubrar — orcuer Ha merekrope D1 —
unTepuperupyercsa kak 0*. B arom ciryuae mojgciyu-
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Bazuc noxcymusarens ne copnagaer
¢ 6a3mMCOM Iepenaroneil M MPUEMHON CTOPOH

K

D1

>

D2

N

D1
CocrosiHust Ha TIPHEMHOIT

Orcuersl, KOTOpbIe
JIOJIZKHBI ObLIM OBl IMETh
MecTo npu coBnaienun CoCTOsHUsA y IOJC/IYIINBATEIHA,
6a3MCOB HepeaTINKa  PaBHOBEPOSTHO MPABHJIBHBII
7 TIOJICITY IITTBATEIIS 1 OmMOOYHBIN Pe3YJIBLTATHI

b |k

AT

o= 0 IIpaBuiIbHbIL OTCHET

Ilepenociannbie cocTosiHUS
B 3aBUCUMOCTH OT OTCUETOB
B nerektopax D1 m D2

=

OmunbouHbIil 0TCHET

/

cTOpOHE 63 TI0JICITy IIUBATEJIS

il A

P
E

[ —
VAN Ry Tt
—A—A— D2 v

D1

=

il

Yp— T

D2

Puc. 6. MantocTpauns sBoitoummn COCTOSHWIA U UX QETEKTUPOBaHME Ha npuemMHoli ctopoHe npu aTake Detectors Mismatch B
moanuunpoBarHoii Bepcun npotokona BB84 ans cnyyas, koraa 6asnc nogcnywineaTtens He CoBnagaer ¢ 6a3ncoM nernTumHbIX
nonb3oBaTeneli

BaTeJIb [IEPEIOCHLIAET COCTOSTHIE B IIPOTHBOIIOJIOXKHOM
6asuce 17, ciBUHYTOE IO BpeMeHH TakK, 4TOOBI He IO-
naJiaTh B KPUBYIO IO BPEMEHU YYBCTBUTEIHLHOCTH JIe-
TekTopa D2, T.e. GyiokupyeT orcueT B jJeTeKkTope D2
(puc. 6). B sT0M ciryuae niepenociaHHOe COCTOSTHUE He
[IPOM3BEET OIMUOOYHBIN OTCUYeT B JAeTekTope D2 mpm
YCJIOBHH, 9TO IPUHUMAIOIIAasi CTOPOHa BhIbpaJsa dazy 0
B 6azuce +. OHAKO, €CJIN TPUHUMAIOIIAsi CTOPOHA BbI-
6pasa dasy 7, To cocrognue 1T 1acT KOHCTPYKTHBHYIO
unrepdepennuio Ha gerekrope D1 (puc. 6) u omubou-
HBIl OTCYET HA HeM, IIOCKOJIbKY [IPU UCTUHHOM COCTOSI-
mmu 01 1 BeIGOpe bas3Ll T OTCYeTa OT HCTHHHOIO COCTO-
anug 07 ma merexrope D1 He moiKHO 6bITh. Josmken
OBITH OTCYET TOJBKO Ha JeTeKTope D2 (puc. 6).

2.V nojicaynmBaTes BOSHUK ONUOOYHBIN OTCYeT
(puc. 6). Orcyer y nomciymmBaTess B jgerekrope D2
(uaTEpHpeTUpPYETC KaK JIormdeckas 1) — omuboIHbIii
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pesyabrar (puc. 6). Pesyabrar — OTCUET Ha IETEKTODE
D2 — unrepnperupyercs kak 1*. B aTom cirydae moj-
CIYIIUBATEh [EPENOCHIIAET COCTOSHUE B TTPOTUBOIO-
JoxHOM Gazuce 07, cIBUHYTOe IO BPEMEeHHU TaK, 9TOOLI
He [OIaJIaTh B KPUBYIO 110 BPEMEHU 1yBCTBUTEIHHOCTH
nerexkTopa D1, T.e. 6iiokupyer orcyer B merekrope D1
(puc. 6). B aT0M cityuae nepenocjaHHOe COCTOsTHHE He
MIPOM3BeIeT OMUOOUHDIN OoTCUeT B gerekTope D1 mpnu
YCJIOBUM, UTO IPUHUMAIOINIAS CTOPOHA BhIOpasa dasy
0 B 6asuce +. Eciu mpuHrMaromiasi CTOpoHa BbIOpaa
dazy 7, To cocrosnue 0T gacT KOHCTPYKTHBHYIO MH-
repdepennuio Ha gerekrope D2 (puc. 6), Kak u 10K~
HO OBITH, IOCKOJILKY HpH HMCTHHHOM cocrogmmu 01 m
BBIOOpE (basbl T OTCYET OT MCTHUHHOTO cocTosHms 0T
JoKeH 6bITh Ha gerektope D2 (puc. 6).
AmnajiornaHast CUTyaIusi UMEeT MECTO, €CJIU Tepeia-
IOIel 1 MPUHUMAIOIIEH CTOPpOHAMU BBIOPaH 0a3uc X.
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Takum 06pa3oM, B TPEIJIOKEHHON MOIU(DUKAIIT
nporokona BB84, korma mpumHHMalomiasi CTOPOHA B
KaXkJIoM Oa3uce M3MEpPEHnil BhIOUpaET He OJHO 3HAte-
Hue das3bl, KAK UMEJO0 MECTO B MU3BECTHBIX CUCTEMaX,
a B KaXKJ0M 0a3mce CIydaiiHO BHIOMPAET 1Ba 3HAUCHUS
dazpr: dhazy 0 uan 7 B ogHOM Oa3uce u ciaydaitno da-
3y /2 wim —7/2 B ApyroMm Gasmce, TOJCTYIINBATEND
npu arake Detector Mismatch Henz6ekHo mpon3BoauT
OIMMOKYU Ha MIPUEMHOI CTOPOHE U OOHAPYKUBAETCH.

4. OOEHKA BEPOATHOCTU OIIINBKNA

IIpoBemem ONEHKY BEPOSITHOCTH OIMUOKMU, KOTOPYIO
Oy/leT MPOM3BONUTDH MOJICAYIIUBATENL IpU aTake De-
tectors Mismatch, eciu mcmosb3yercs mpeyIo2KEeHHBIHI
€1roco6 3aIuThl OT JAHHON aTakKu.

CriestaeM KOHCEPBATHUBHBIE ITPEJIITOIOXKEHUST B [T0JIb-
3y moncaymuBaress. 1lycTs mopcmymmBaTesnb aTaky-
eT KaXJIyIo TMOCBIIKY KBaHTOBBIX cocTogHuil. IlycThb
[IOJICIIYIIIUBATENIb MOXKET ODECIEUIUTDH HEePeroChLT J10-
CTATOYHO KOPOTKHUX 10 BDEMEHU COCTOSIHUI, YTOOBI OHU
TOYHO HE IIONaJAJNd B KPUBYIO UyBCTBUTEJIBHOCTH OJI-
HOT'O II0 BPEMEHHU COOTBETCTBYIONIEIO JETEKTOPa, KOTO-
PBIil He JOJIKeH JiesIaTh OTCYeT IIPU PerucTpalyu Iie-
PENOC/IaHHBIX COCTOAHUM.

B acumnroTnueckom mpeiese AIMHHBIX IOCIEI0Ba~
TEJILHOCTE, KOTOPBIM MBI OFPDAHIIUMCsT, DA3UC OICITY-
IIUBATEJsT B IOJIOBUHE OCHLIOK COBIAJIAET ¢ OA3MCOM
JIETUTUMHBIX MOJIb30BaTE/Iefl — BEPOSITHOCTH COBIIAJIE-
HUsT 0a3UCOB % B stux moceuikax mopaciymuBaTesib
He MPOU3BOJUT OIMHMOOK. B 1o/I0BUHE MOCKHIIOK 0a3uc
[IOJICITYIITUBATENsT HE COBIAIAET C DA3UCOM JIETHTHM-
HBIX I0JIb30BaTE/ell — BEPOSITHOCTh HECOBIAICHUS Oa-
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Kak ciesryer u3 npepliyinero anaainsa (CM. TakxKe
puc. 6), B MOJIOBUHE TUX MOCBLIOK IIOJCIYIIUBATED
[OJIYYUT MPABUJIBHBIA OTCYET — BEPOSTHOCTD % . %, a
B TIOJIOBUHE OIMHUOOYHBINT — BEPOSITHOCTD % . % Hauree,
U3 MIOJIOBUHBI MOCBUIOK, TJie ObLI IMPaBUJIBHBI OTCYET
y TOJICIYIITUBATEJIS, MOJIOBUHA TIOCBLIOK TIOMAJIET B CHU-
Tyanuio, Korga Obuta Boibpana dasa pp = 0 (puc. 6),
[IpU 9TOM OTCYeTa He OYJIET, & MOJOBUHA MTOCHIJIOK 10~
majieT B CUTYaIUIo, KOoraa Oblia BeiOpaHa das3a op = T

(puc. 6), u OyayT NpPABUJIbHBIE OTCYETHI Y JIETHUTHM-

3HUCOB

HBIX TIOJIb30BaTesei. B urore, mpu He COBITAIAIONTIX
6a3zncax MOAC/IYIINBATENA U JETUTUMHBIX [T0JIh30BATE-
JIeif BePOATHOCTD MPABUJIHLHBIX OTCIETOB €CTh

Jlasee, B TOJIOBUHE TIOCBLIOK, TJIE€ Y TOJICTYIITABATE-

7151 66171 ormmboUHBIH oTcuer (puc. 6), B MOJOBUHE TOCHI-
JIOK y JIETUTUMHBIX II0JIb30BaTejlell 0TCYeToB He Oymer

204

(pp = 0, puc. 6), a B MOJOBUHE MOCBLIOK (pp = T,
puc. 6) Gymer omubOUHBII OTCUeT.

OKOHYATEIEHO BEPOSTHOCTD IIPABIJIBHBIX OTCYETOB
(moka HEHOPMUPOBAHHAs) €CTh

(6)

1
Pro K ==
2
a BEPOATHOCTH OMUOOYHBIX OTCYETOB (TOXKE IIOKa He-
HOPMUPOBAHHAA) —

(7)

CoOTBETCTBEHHO BEPOSITHOCTH OIMUOKU Ha IIPUEMHON
CTOPOHE pPaBHA

1

6

PrErr

PrErr + PrOK %7

(8)

YTO IpeBblaeT KpuTHiecKyto omubky 11 % nportoxo-
sa BB84 B omHodoTonHOM cityuae. Pazymeercs, nad-
Hasl OIEHKa HOCUT WJITIOCTPATUBHBIN XapaKTep U MPU-
BeJIeHa JIUMIb [T TOTO, YTOOBI II0OKA3aTh YyBCTBUTEIb-
HOCTB IIPEJIJIOZKEHHOTO METO/1a K OOHAPYKEHUIO aTaKU
Detectors Mismatch.

5. SBAKJIFOYEHUNE

IIpemmoxken mpocToit, Gbu3nIeCKn W UHTYUTHBHO
HOHATHBIA MeTOJ] 3aImuThbl oT araku Detectors Mis-
match, koTopsrit Tpebyer UL MUHAUMAJIBLHON MOIU-
duKamun yupaBJsIoONeil JEKTPOHUKA W IPOTrPaMM-
HOTO OOecIeseHns CUCTEM KBAHTOBOIT KpHUITOrpadui,
HCIIOJIL3YIONNX PaCIPOCTPaHeHHbI mpoTokon BB84.
WMuage roBopst, Ipy Takoi TPOCTON MOIUMUKAIIIT TTPO-
Tokosia ataka Detectors Mismatch Bcerga obmapy)u-
BaeTcst — jgerektupyercs. CxkaTue OYUIMIEHHOTO KJTI0Ya
B 3aBHCHUMOCTH OT HaOJII0JAEMOT0 IIPOIEHTA OIITHOOK Ha
[IPUEMHOl CTOPOHE IIPUBOJUT K «U3bATUIO» MHMOPMA-
A7, KOTOPYIO IOJC/IYIINBATEN b MOXKET MOJLYIATD DU
TaKO# aTake.

BaarogapaocTu. Beipaxkaem 6/1arogapHOCThb KOJI-
JsteraM 110 Akanemun kpunrorpadun Poccuiickoit @ee-
pamnuu, C. I1. Kysnuky 3a npemioskenne 3aHITHCS JAH-
HOM Ba)XHOU TEMOI, MHOTOYWCJ/IEHHBIE II0JI€3HbIE 00-
CYXKIEHUS U TOJIEPKKY.

dunancupoBanue. Pabora momrepxkana Poccwmii-
ckuM HaydHbIM (orgoM (mpoext Ne16-12-00015 (mpo-
JIOJKEHNe) ).



HKITD, Ttom 157, BoII. 2, 2020

O npoctom cnocobe 3awuThl OT aTakum. ..

S

N

10.

11.

12.

JINTEPATYPA

. C. H. Bennett and G. Brassard, in Proc. IEEFE
Int. Conf. on Comp., Sys. and Signal Process.,
pp. 175-179, Bangalore, India (1984).

W. K. Wooters and W. H. Zurek, Nature 299, 802
(1982).

W. Heisenberg, Z. Phys. 43, 172 (1927).
H. P. Robertson, Phys. Rev. 34, 163 (1929).
D. Deutsch, Phys. Rev. Lett. 50, 631 (1983).

H. Maassen and J. B. M. Uffink, Phys. Rev. Lett. 60,
1103 (1988).

K. Kraus, Phys. Rev. D 35, 3070 (1987).

. M. Tomamichel and R. Renner, Phys. Rev. Lett. 106,
110506 (2011).

. C. H. Bennett, G. Brassard, C. Crepeau, and
U. M. Maurer, IEEE Trans. Inf. Theory 41, 1915
(1995).

R. Renner, PhD Thesis, ETH Ziirich (2005); arXiv:
0512258.

N. Gisin, G. Ribordy, W. Tittel, and H. Zbinden, Rev.
Mod. Phys. 74, 145 (2002).

V. Scarani, H. Bechmann-Pasquinucci, N. J. Cerf,
M. Dusek, N. Liitkenhaus, and M. Peev, Rev. Mod.
Phys. 81, 1301 (2009).

205

13.

14.

15.

16.

17.

18.

19.

20.

21.

A. Vakhitov, V. Makarov, and D. R. Hjelme, J. Mod.
Opt. 48, 2023 (2001).

N. Gisin, S. Fasel, B. Kraus, H. Zbinden, and G. Ri-
bordy, Phys. Rev. A 73, 022320 (2006).

N. Jain, E. Anisimova, I. Khan, V. Makarov, Ch. Mar-
quardt, and G. Leuchs, Talk presented at the Central

FEuropean Workshop on Quantum Optics, Brussels,
June, 2327 (2014).

L. Lydersen, C. Wiechers, Ch. Wittmann, D. Elser,
J. Skaar, and V. Makarov, Nature Photonics 4, 686
(2010); arXiv:1008.4593.

Z. L. Yuan, J. F. Dynes, and A. J. Shields, Nature
Photonics 4, 800 (2010).

V. Makarov, A. Anisimov, and J. Skaar, Phys. Rev.
A 74, 022313 (2006), arXiv:0511032.

V. Makarov and J. Skaar, Quant. Inf. Comp. 8, 0622
(2008); arXiv:0702262.

K. A. Balygin, A. N. Klimov, I. B. Bobrov,
K. S. Kravtsov, S. P. Kulik, and S. N. Molotkov, Laser
Phys. Lett. 15, 095203 (2018).

K. A. Balygin, A. N. Klimov, I. B. Bobrov,
K. S. Kravtsov, S. P. Kulik, and S. N. Molotkov, Laser
Phys. Lett. 16, 019402 (2019).



